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Internet of Things

Dr. Panagiotis Rizomiliotis

Info-Sec-Lab



Definition IoT

» It is a new buzzword!

“loT is a dynamic global network infrastructure with self-
configuring capabilities based on standard and interoperable
communication protocols where physical and virtual ‘Things’
have identities, physical attributes, and virtual personalities and
use intelligent interfaces, and are seamlessly integrated into the
information network.”



[oT

» ENISA defines the Internet of Things (loT) as a cyber-
physical ecosystem of interconnected sensors and
actuators, which enable decision making. Information lies
at the heart of loT, feeding into a continuous cycle of
sensing, decision making, and actions.

SRS
» Cyber-physical systems () <>
Internet & comm. S
Effect on reality ! ,@ﬁwa@ =l
IS
by

., -
@) ) W

3 Figure 2: loT pervasive ecosystem



Top Trends

» Definition

» Market Size (300% billion)

» Standards (Network)

» Security Considerations

» People & Process Considerations (Smart things)
» Consumer Privacy Considerations

» Data Management Considerations

» Storage Management Considerations

» Server Investment Considerations

» Bandwidth Considerations



Applications

?%0 loT Analytics - Quantifying the connected world
Applications Overall popularity (and selected examples) Scores

@ /& Smart Home
@ O Wearables
@ N Smart City
@ " Smart grid

Industrial
©ob

® wsa Connected car

100% 61k 3.3k 430

33k 2.0k 320

41k 0.5k 80

41k 0.1k 60

10k 1.7k 30

5k 1.2k 50
@ ﬁ Connected
Health 2k 0.5k 5
E Smart retail 1K 0.2k 1
% Smart supply
@ [ chain Ok 0.2k 0
MR smart farming
1k 0.0k 1

1. Monthly worldwide Google searches for the application 2. Monthly Tweets containing the application name and #/10T 3. Monthly LinkedIn Posts that include the
application name. All metrics valid for Q4/2014.
Sources: Google, Twitter, LinkedIn, loT Analytics

TTY



Smart Homes

How Prevalent Is Smart Technology In U.S. Homes?

% of people who have one or more of these devices at home in 2015

Wireless speaker systems (2] Y 7

Smart thermostats /i | NN
Smart/Wireless home security _9%
and monitoring systems
ol nind g Y -
(e.g. vacuum, lawnmower)
Smart smoke/CO detectors Y -
smart lighting () | N RENEE <
Home energy use monitors _ 5%
Smart door locks _ 4%
Smart/Connected refrigerator _ 4%
Smart/Connected _4%
laundry machines

Smart water detectors - 2%
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Future of IoT

Internet of Things is Already Here

Billion
“Smart Objects”

. T - ' !
ﬁ = 3 Rapid Adoption rate

, of digital
Inflection infrastructure:

point 5X faster than

electricity and
telephony
/ﬁ World
& « » Population
7.2 :

Timeline

2015




Emerging Challenges

CONSUMERS

01100
10010
00101

BIG DATA

INNOVATION 28

BUSINESS
SECURITY



PRIVACY

Computing Internet IT Mobile Tech Reviews Security Technology Tech Blog

TechNewsWorld > Security > Privacy | Next Article in Privacy

Concerns Emerge About Samst - ®
Smart TVs 'Bugging' Owners "'ea/"eglﬂ'er

By Richard Adhikari

Biting the hand that feeds IT

il b il A DATACENTRE SOFTWARE NETWORKS SECURITY INFRASTRUCTURE DEVOPS BUSINESS HARDWARE ¢
Security '
Samsung smart fridge leaves Gmail logins open
to attack
Failures in exploit discovery process are cold comfort for 0T
fridge owners I

Y2 us
I 'S

¥
X
w advertisement s

ManageEngine OpManager, a powerful NMS for monitoring your network, physica ‘
virtual (VMware/ HyperV) servers & other IT devices. Deploy and start monitoring it
than an hour. Trusted by over a million admins world-wide. Try it for free.

[ ...-h '

24 Aug 2015 at 09:03, John Leyden < O Q0 @ o I



Five most infamous attacks

» The Mirai Botnet

» Hackable Cardiac Devices

» The Owlet Wi-Fi Baby Heart Monitor
» The TRENDnet Webcam Hack

» The Jeep Hack



The Mirai Botnet

» October of 2016
» DDOS attack

» Targeted a DNS service
provider Dyn

» botnet of loT devices

Miral botnet a DDoS nlght“m'afe .
turning Internet of Things ¥

into Botnet of things

L.




Hackable Cardiac Devices

» 2017: serious vulnerability " WIRELESS IMPLANTABLE MEDICAL DEVICES )

in implantable pacemakers oewpbuin S o —f & cocniearmplants
» Vulnerability laid in the Gz
transmltter — . > :’ g@ Insulin Pumps
mp \Ill'.'ip ﬁ i -
» Once attackers were able: '
N >

to alter its functioning,
deplete the battery,

administer potentially fatal
shocks.

monitoring




The Owlet Wi-Fi Baby Heart Monitor

» vulnerable to hacking

» target other smart devices on S=D
the same network Bop




TRENDnet Webcam Hack /-;j. [

® ]
® e
» security camera \'— |
» Supposed to be secure S .

» anyone who was able to find the IP \\ ; }

address of any of these devices could
easily look through it!

» snoopers were also able to capture
audio

» TRENDnet was transmitting users’
login information over the internet
without any encryption as clear,
readable text



Help Center

'. SHODAN _ Q Explore Pricing Enterprise Access Ne Login or Register

Shodan

The search engine for Webcams

Shodan is the world's first search engine for Internet-connected devices.

Create a Free Account Gettingsrarted

Explore the Internet of Things See the Big Picture

Websites are just one part of the Internet. There are power plants, Smart TVs,
refrigerators and much more that can be found with Shodan!

Use Shodan to discover which of your devices are connected to the Internet,
where they are located and who is using them.

Monitor Network Security Get a Competitive Advantage

&
@

Keep track of all the computers on your network that are directly accessible u Z Who is using your product? Where are they located? Use Shodan to perform
from the Internet. Shodan lets you understand your digital footprint. empirical market intelligence

» Shodan is the world's first search
engine for Internet-connected
devices

» Finds systems including control
systems for water plants, power
grids and a cyclotron

16



The Jeep Hack




Steal cars
with a laptop

» NEW YORK - Security technology created to
protect luxury vehicles may now make it easier
for tech-savy thieves to drive away with them.

» In April ‘07, high-tech criminals made
international headlines when they used a laptop
and transmitter to open the locks and start the
ignition of an armor-plated BMW X5 belonging
to soccer player David Beckham, the second X5
stolen from him using this technology within six
months.

» ... Beckham's BMW X5s were stolen by thieves
who hacked into the codes for the vehicles' RFID
chips ...

18



Amazon as an example

‘.I Control Services
EE iR AWS loT Core AWS loT Device AWS loT Device AWS loT Things
Secure device Management Defender Graph
connectivity and Fleet onboardin Fleet audit and Connect devices
4 " ; 9, ;
E - messaging management and protection and web services
E E : SW updates
Amazon
FreeRTOS Gfe\:g I?:SS Data Services
loT operating 9
system for Extend AWS loT %‘
microcontrollers to the edge °‘G’
&-’
AWS loT AWS loT SiteWise AWS loT Events
Analytics c°“:"]-'év :;;”rg;” re, Detect and respond
loT dat lyti . o to events from
gnd ?n:e?‘?;efc':s industrial loT data loT sensors and
applications




ENISA and IoT




Reading material

» Baseline Security Recommendations for loT in the
context of Critical Information Infrastructures

21



Elements of IoT

» Intelligent decision making
» Sensors and actuators

» Embedded systems

22

Tt

Figure 3: Structure of an loT embedded system

o-T



Elements IoT

» Communications

depending on their purpose and resource constraints
short-range radio protocols

ZigBee, Bluetooth/Bluetooth Low Energy (BLE), Wi-Fi/Wi-Fi HaLow,

Near Field Communication (NFC), Radio Frequency Identification
(RFID)

mobile networks and longer-range radio protocols
LoRaWANS3, SigFox, NarrowBand-loT (NB-loT), or LTE-M

SESSION AMQP, CoAP, DDS, MQTT, XMPP

ENCAPSULATION 6LowPAN, Thread

NETWORK

ROUTING CARP, RPL

DATALINK Bluetooth / BLE, Wi-Fi / Wi-Fi HaLow, LoRaWAN, Neul, SigFox, Z-Wave, ZigBee, USB




Elements [oT

» Security considerations

24

Very large attack surface
Limited device resources
Complex ecosystem
Fragmentation of standards and regulations
Widespread deployment
Security integration
Safety aspects

Low cost

Lack of expertise
Security updates
Insecure programming
Unclear liabilities



Architecture

SECURITY

Authentication
Authorisation
Access Control

Availability

DEVICES COMMUNICATIONS

() 3

Sensors and Actuators PAN, LAN, etc.

Gateway

Embedded systems
Smartphones
Tablets

Centralised controls

Wireless devices

25

Encryption
Integrity
Secure communication

Non repudiation

CLOUD PLATFORM, USE CASES
BACKEND AND

SERVICES
i il

Web-based services Analytics and
visualisation

=

[
0

Database and storage Transport

0 m O

Device management Energy Healthcare
Process automation
Rules Engine

Decision systems

)

Smart Mobile
home payments



Asset taxonomy

LN

Routers

Gateways
Hardware
Firewalls Power
Web Application supply
Firewalls
Cloud Access
Security Broker G
(CASB)
DS /1PS Security

Authentication
& Authorisation

o g

Web-based services

Cloud infrastructure and services

Collection of data “.
Big Data ‘—'
Data mining

Algorithms, rules

& logic m

Process
automation Data
. ) processing &
Machine learning computing

=5
i

Data analytics and visualization

Software/Firmware
.y
Logging

Device and
Monitoring and network
diagnostics management
Asset tracking
Device usage
Storage
Databases
At rest

In transit

Inuse

@ 107 DEVICES

E

PLATFORM &
BACKEND

?

DECISION
MAKING

a

OTHER loT
ECOSYSTEM
DEVICES

Qg

APPLICATION &
SERVICES

X-

@ COMMUNICATIONS

INFORMATION (@)

Microcontroller
@ Micogsocessor

Physical ports and
Hardware connectivity

Operating System (OS)

A Firmware

Software running

Software
Temperature
((l.l') Pressure
Humidity
Sensors
Motion
Acoustic
Chemical

Actuators

Devices to interface with Things

A

Devices to manage Things

Embedded systems
(e.g. Smartphones/Tablets)

LAN
-
AN WAN

-—La .

Networks
PAN
Bluetooth / BLE
ZigBee

[% Z-Wave
Wi-Fi / Wi-Fi HaLow

Protocols MQTT
CoAP
LoRaWAN
6LOWPAN

NarrowBand-loT



Asset Criticality

27

Sensors

Device & network management
Communication protocols
Gateways

Applications & Services
Actuators

Database servers

Routers

Decision systems

Devices to interface and manage things
Cloud infrastructure/services
Smartphones/Tablets

Software

Sensitive information

LAN

Firewalls, IDS/IPS

WAN

VPN

o
X

10%

22%

-~ a

28%

20%

30%

33%

39%

39%

44%

40%

56%
56%
50%

50%

50%

67%
67%
67%
61%
61%

61%

60%

72%

70%

78%

80%



Incidents

28

Foscam IP baby-cam hijacked e---
Attacker was able to control the
camera and speak to the baby

August 10, 2013

Jeep car remotely hijacked (demonstration)
Charlie Miller and Chris Valasek demonstrated

how to gain full control over the car remotely
July 21, 2015

VTech Toymaker data breach @----+c-sseonreeeees

6.4 million children and 4.9 million adults
affected - Photos, full names and
addresses exposed

November 8, 2015

Mirai - DDoS on “Krebs on Security” website
Peak: 620 Gbps
September 20, 2016

.-

Mirai - DDoS on Dyn DNS provider @-:::ecceeereennens
Blocked access to several popular websites
(Netflix, Twitter, PayPal...). Peak: 1.2 Tbps

October 21, 2016 @eene

Mirai - DDoS on Deutsche
Telekom network
900.000 customers affected
November 27, 2016

Cloudpets and “Meine Freundin Cayla” - insecure
Bluetooth P
Anyone within range was able to upload and receive audio
February 17, 2017 - February 27, 2017

............ -+ Puerto Rican Smart Meters hacked
Smart meters hacked to reduce power
bills — Required physical access

2009

+seseeee- @ Target data breach

Attackers broke into Target’s network
through loT HVAC systems

November 15, 2013 — December 15, 2013

Researchers were able to imitate BMW servers and send
remote unlocking instructions to vehicles
January 2015

Runa Sandvik and Michael Auger were able to exploit
vulnerabilities in the rifle’s software via a Wi-Fi connection

bosesnens +sseese+@ Mirai - DDoS on OVH hosting provider
Peak: 1 Tbps
September 19, 2016
Hajime
“Vigilante’ loT worm that blocked rival botnets (including
Mirai) October 15, 2016

el

-e DDoS on building blocks’ central heating system
Country: Finland. Mirai suspected but not confirmed
November 3, 2016

frerrmrrmnnnninens + Cloudpets’ DB held for ransom
820.000 accounts compromised
December 25, 2016 — January 8, 2017

Romantik Seehotel Jagerwirt
Hotel’s digital key system held for ransom
January 25, 2017

BrickerBot

Bot that permanently incapacitated poorly secured
loT devices

March 20, 2017

BMW'’s Connected Drive vulnerable (demonstration)

---o TrackingPoint's smart sniper rifle hack (demonstration)



Threats Taxonomy

THREATS

%9 OUTAGES . Botnets

. NEFARIOUS ACTIVITY / ABUSE

g Service spooting
ICMP flooding
DDoS Jaming

Amplification/
Reflection

Unauthorised access
to information
systems

Unauthorised
installation of software

Unauthorised use of
devices and systems

Phising
Spearphising
Untrusted links

Reverse social
engineering

Impersonation
Baiting

(8
' Virus
Failures of devices/hardware Trojans
Malware Ransomware
A Scareware
Failures of system
9 Exploit kits Rootkits
Network outage “
Counterfeit Manipulation of hardware
by malicious Manipulation of software
I 4
’x devices Generation and use of rogue certificates
Loss of support services "‘
Y Targeted Advanced persistant Threats (APT)
2
l—- PHYSICAL ATTACKS . attacks Remote Activity
=TT
r Ultrasonic sensor jamming
m Modification Ultrasonic sensor spoofing
Device modification of information Ultrasonic sensor
cancelation
k Loss of information
- in the cloud
Device destruction (sabotage)
Abuse of personal
data / ldentity fraud
DISASTERS @) Abuse of
authorizations.
Fod O
noas AICKS OFY Compromising
Landslides Natural privacy confidential
Heavy snowsfalls disasters information
Heavy winds Social engineering
Fires "
Dust Enviromental
Corrosions disasbers
Explosions EAVESDROPPING/ P \\
INTERCEPTION/HUJACKING
g DAMAGE /LOSS (IT ASSETS) @) o e
&

&

Data sensitive leakage

A
P FAILURES/ MALFUNCTIONS
NN
Configuration errors A
Software bugs Software
Weak authentication vulnerabilities
Weak cryptography

Internal service provider @

Cloud service provider (5aas / Third party
Paa$ /laas) failures

Utilities (power / gas / water)
Remote maintanance provider
Security testing companies

loT communication protocol hijacking

Roque hardware

Software
interception

Interception
. of information

&4

Network reconnaissance

e
AR

Information gathering

Session hijacking

=)

Replay of messages



Impact

6 -\
.- -
S
» LU
— Advanced Persistent =
% Network Outage Threat (APT)

Sensitive data leakage Malware 0

Modification of information ﬁl&!-%
Go o =

aacsonpivay [ yrrrees Expoit ks o
[°"{8 ||$ \\
1 , S

LA A LA AR}

Cou_ﬂ?eﬂei‘ W 7 Eavesdropping
malicious devices g ’ '
a 0 0
Weak passwords o>
Impact:
Crudial High Medium

Figure 9: loT threats impact
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Attack scenarios

ATTACK SCENARIOS IMPORTANCE LEVEL

1. Against the network link between controller(s) and actuators High — Crucial

2. Against sensors, modifying the values read by them or their threshold values and settings High — Crucial

3. Against actuators, modifying or sabotaging their normal settings High — Crucial

4. Against the administration systems of loT High — Crucial

5. Exploiting protocol vulnerabilities High

6. Against devices, injecting commands into the system console High — Crucial

7. Stepping stones attacks — High
8. DDoS using an loT botnet Crucial

9. Power source manipulation and exploitation of vulnerabilities in data readings — High
10. Ransomware — Crucial’®

31



Criticality

Against the administration systems of loT 88,89%

Against sensors, modifying the values read by o
them or their threshold values and settings T
Against devices, injecting commands 81,94%

Against the network link between controller(s)

73,61%
and actuators ’

Against the information transiting the network 73,61%

Against actuators, modifying or sabotaging their

s 69,44%
normal settings

Exploiting protocol vulnerabilities 62,50%
Stepping stones attacks 58,33%

Power source manipulation 58,33%

0

X

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
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Critical Attack scenarios

» Attack Scenario |:loT administration system compromise
» Attack Scenario 2:Value manipulation in loT devices
» Attack Scenario 3: Botnet / Commands Injection

33



Attack Scenario 1: IoT administration
system compromise

;f ) A 0 @
P o

*  F s

Identifying targets Gathering specific information Exploiting vulnerabilities Compromising the network

A o
ur rumm_;_g 9 s
| = (o]

LN J

N

- [E

Taking the control of devices Remote access Devices compromised Updating systems with Backdoor installation
modified firmware

34



Attack Scenario 2: Value manipulation

in IoT devices

- -
1 \ N
1

Robot programmer The robot is connected to a controller
uploads code to server

4
¥
>
The robot moves Original and unmodified code is

erratically or unexpectedly executed by the robot

35

o o ° °
o o
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° ° o °

The sensing equipment
is calibrated

An attacker tampers with
calibration parameters

o 0
L Q
0 o

0 0
0 |
| I

|
Ol |,
I

O

Calibration data initially stored
in the sensing equipment is
transmitted to the controller

The controller uses its local
copy of the data



Attack Scenario 3: Botnet / Commands
Injection

010
o1l
100
Scan open ports Access to the loT device Code and commands Obtainment of
injection administrator privileges

Connection of device to
C&C to download harmful
script

=
auldl

—0—

i

Attacker controls the
botnet from a C&C centre

)

SCRIPT

1)

f

Execution of the

Spread and attack other The script deletes itself and
malicious script

vulnerable devices runs in-memory
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Security measures and good practices

» Policies
Security by design
Privacy by design

Asset Management

» Organisational, People and Process measures
End-of-life support
Proven solutions
Management of security vulnerabilities and/or incidents
Human Resources Security Training and Awareness

Third-Party relationships

37



Security measures and good practices

» Technical Measures
Hardware security
Trust and Integrity Management
Strong default security and privacy
Data protection and compliance
System safety and reliability
Secure Software / Firmware updates
Authentication
Authorisation
Access Control - Physical and Environmental security

38



Security measures and good practices

» Technical Measures
Cryptography
Secure and trusted communications
secure Interfaces and network services
Secure input and output handling
Logging
Monitoring and Auditing

39



Gaps

» Gap |: Fragmentation in existing security approaches and
regulations

» Gap 2: Lack of awareness and knowledge

» Gap 3:Insecure design and/or development

» Gap 4: Lack of interoperability across different loT
devices, platforms and frameworks

» Gap 5: Lack of economic incentives

» Gap 6: Lack of proper product lifecycle management

40



Recommendations

41

n DESCRIPTION

1 Promote harmonization of 10T security initiatives and regulations

2 Raise awareness for the need for loT cybersecurity

3 Define secure software/hardware development lifecycle guidelines for loT
4 Achieve consensus for interoperability across the 10T ecosystem

5 Foster economic and administrative incentives for loT security

6 Establishment of secure 10T product/service lifecycle management

7 Clarify liability among loT stakeholders




Cybersecurity Standardization

for the IoT




NIST — 2/2018

» https://nvlpubs.nist.gov/nistpubs/ir/20 I 8/NIST.IR.8200.pdf




Core Areas of

Examples of

: Connected Consumer Health loT & Smart Smart
Cybersecurity D Vehicles loT Medical Devices Buildings Manufacturing
Standardization SDOs 9
C hi ETSI; IEEE; Standards Available | Standards Available Some Standards Standards Available Some Standards
Tgﬁrtgi?; 1¢ ISO/IEC JTC 1; May Need Revisions May Need Revisions May Need Revisions May Need Revisions May Need Revisions
ISO TC 68; ISO Slow Uptake Slow Uptake Slow Uptake Slow Uptake Slow Uptake
TC 307; W3C May Need Updates May Need Updates May Need Updates May Need Updates May Need Updates
Okt Some Standards Some Standards Some Standards Some Standards Some Standards
yoer Incident ETSI; ISO/IEC May Need Revisions May Need Revisions May Need Revisions May Need Revisions May Need Revisions
Management JTC 1;

ITU-T; PCI

Slow Uptake
May Need Updates

Slow Uptake
May Need Updates

Slow Uptake
May Need Updates

Slow Uptake
May Need Updates

Slow Uptake
May Need Updates

Hardware Assurance

ISO/IEC JTC 1;
SAE International

Some Standards
May Need Revisions

Slow Uptake
May Need Updates

Some Standards
May Need Revisions

Not Implemented

Some Standards
May Need Revisions

Slow Uptake
May Need Updates

Some Standards
May Need Revisions

Not Implemented

Some Standards
May Need Revisions

Not Implemented

Identity and Access
Management

ETSI; FIDO
Alliance; IETF;
OASIS; OIDF;
ISO/IEC JTC 1;
ITU-T; W3C

Standards Available
May Need Revisions
Slow Uptake
May Need Updates

Standards Available
May Need Revisions
Slow Uptake
May Need Updates

Some Standards
May Need Revisions
Slow Uptake
May Need Updates

Standards Available
May Need Revisions

Slow Uptake
May Need Updates

Standards Available
May Need Revisions
Slow Uptake
May Need Updates

Information Security

ATIS; IEC; ISA;
ISO/IEC JTC I;

Some Standards

Some Standards

Some Standards

Some Standards

Some Standards

Management May Need Revisions May Need Revisions May Need Revisions May Need Revisions May Need Revisions
Systems §£S¥§ - Slow Uptake Slow Uptake Slow Uptake Slow Uptake Slow Uptake
The Open Group May Need Updates May Need Updates May Need Updates May Need Updates May Need Updates
Some Standards Some Standards Some Standards Some Standards Some Standards
IT System Security ISO/IEC JTC 1; May Need Revisions May Need Revisions May Need Revisions May Need Revisions May Need Revisions
Evaluation Etie RpesiCranD; Slow Uptake Slow Uptake Slow Uptake Slow Uptake Slow Uptake

May Need Updates

May Need Updates

May Need Updates

May Need Updates

May Need Updates
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Core Areas of
Cybersecurity
Standardization

Examples of
Relevant
SDOs

Connected
Vehicles

Consumer
loT

Health loT &
Medical Devices

Smart
Buildings

Smart
Manufacturing

Network Security

3GPP; 3GPP2;
IEC; IETF; IEEE;
ISO/IEC JTC 1;
ITU-T; The Open
Group; WiMAX
Forum

Standards Available
May Need Revisions
Implemented
May Need Updates

Standards Available
May Need Revisions
Implemented
May Need Updates

Standards Available
May Need Revisions

Implemented
May Need Updates

Standards Available
May Need Revisions

Implemented
May Need Updates

Standards Available
May Need Revisions

Implemented
May Need Updates

Physical Security

ASIS
International;
IEC; IEEE;
ISO/IEC JTC 1;
NEMA; SIA

Standards Available
May Need Revisions

Implemented
May Need Updates

Standards Available
May Need Revisions
Implemented
May Need Updates

Standards Available
May Need Revisions

Implemented
May Need Updates

Standards Available
May Need Revisions

Implemented
May Need Updates

Standards Available
May Need Revisions

Implemented
May Need Updates

Security Automation
and Continuous
Monitoring

IEEE; IETF;
ISO/IECJTC 1;
TCG;

The Open Group

Some Standards
May Need Revisions

Slow Uptake
May Need Updates

Some Standards
May Need Revisions

Slow Uptake
May Need Updates

Some Standards
May Need Revisions

Slow Uptake
May Need Updates

Some Standards
May Need Revisions
Slow Uptake
May Need Updates

Some Standards
May Need Revisions

Slow Uptake
May Need Updates

Software Assurance

IEEE; ISO/IEC
JTC 1; OMG;
TCG;

The Open Group;
UL

Some Standards
May Need Revisions

Slow Uptake
May Need Updates

Some Standards
May Need Revisions

Slow Uptake
May Need Updates

Some Standards
May Need Revisions

Slow Uptake
May Need Updates

Some Standards
May Need Revisions

Slow Uptake
May Need Updates

Some Standards
May Need Revisions

Slow Uptake
May Need Updates

Supply Chain Risk
Management

IEEE; ISO/IEC
JTC 1,

IEC TC 65;

The Open Group;
UL

Some Standards
May Need Revisions
Slow Uptake
May Need Updates

Some Standards
May Need Revisions

Slow Uptake
May Need Updates

Some Standards
May Need Revisions
Slow Uptake
May Need Updates

Some Standards
May Need Revisions
Slow Uptake
May Need Updates

Some Standards
May Need Revisions

Slow Uptake
May Need Updates

System Security
Engineering

1EC; IEEE; ISA;
ISO/IEC ITC 1;
SAE
International;
The Open Group

Some Standards
May Need Revisions

Slow Uptake
May Need Updates

Standards Needed

Some Standards
May Need Revisions

Slow Uptake
May Need Updates

Standards Needed

Standards Needed
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RFID: Threats against privacy and

countermeasures

(in Greek)




Evéeiktikn BiBAloypapla

» Mpootaocia tnc IStwTtikoTNTOC KOt TExVoAoyieg
MAnpodopLkng Kot Emkowvwviwy, TEXViKA Kot NOpka
Opara.

K. Aaumptvoudakng, A. Mntpou, 2t. kpit{aAng, 2. Katotlkoc

Exbooeic MNanaowtnpiou
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Outline

» Texvoloyia RFID

» AmelAEc Ko EmBeoelc kata TNG IOLWTLKOTNTAC

» Méetpa MNpootaoiag

» KpumntavaAluon mpwTtokOAAwV avBevtikomnoinong
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TexvoAoyla RFID (1/9)

» RFID = Radio Frequency IDentification
» Npwtoepudaviotnke 1940
» Mpwtn eumopikn xpnon 1960

» Me tnv avamtuén tng TEXVOAOYLAC TWV NULAYWYWV
OVOLLLEVETOL VO QLTTOTEAECEL TNV TILO EVPEWC dladedopevn
TEXVOAoyia
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Texvoioyla RFID (2/9)

‘Eva cvotnua RFID amoteAsital ano 3 tunpata
EtikeTa (tag)

Kepaia
) (mi
Back-end umoAoyLotiko oui - “ 55

Tag/ Reader/ Computer
Transponder Antenna and Software/
(Interrogator) Infrastructure

50



TexvoAoyia RFID (3/9)

» Evepyec

TPOPOOOTOUVTAI ATTO PTTATAPIA 1] AAAN AuTOVOouN TTNYN
EVEPYEIQC
AeIToupyouv oTI¢ ouxvoTnTeC UHF Kal JIKPOKUPATWY

» NMaBnTLKEC

OEV TIEPIEXOUV KATIOIA TTNYN EVEPYEIAS, AAAG UTTOPOUV VA
QCIOTTOIOUV TA PADIOKUMATA TTOU EKTTEUTIEI O AVAYVWOTNG

UHF Kal JIKPOKUUATIKWY OUXVOTHTWYV Kal oTIG LF kal HF
OUXVOTNTEC
TIEPIOPIOOUC OTNV AMMOCTAON EKTTOUTING(~3 HETPQ)

51



Texvoioyia RFID (4/9)

[MAEOVEKTNLOTOL EVEPYWV ETIKETWV:

v ETMUKOWWVOUV HE TOV aVayVWOoTN OO HEYOL':
OLTTOOTOOELC Ml

v AvayvwoTng UITopEL va XPNOLUOTIOLOEL £V
LLLKPOTEPNC LOXVOC I
v EKKLVvOUV pila emkowvwvia

v YAomtoloUv 1o ocuvOeTo KUKAWHOTOL
v AmoOnkevouv MANPodOPLEC YLO TO AVTLKELUEVO

AANA!!! Eival o akpilBec
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TexvoAoyia RFID (5/9)
MeyeBoc pLog ETLKETAC?
0,05x0,05 xlAtoota
Hitachi
0,4x0,4 xlAloota
EpuBEAeLla avayvwonc
v 180 petpa
Mojix
AvBekTIKOTNTO
v MAEVETAL KOl OLOEPWVETOLL

Fujitsu
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Texvoioyia RFID (6/9)

Mowa eival ta mpotuTma mov adpopouv ta RFIDs??
» AcUppatn emkovwvia

» AopaleLa

» Kwdikomoinon mAnpodopliag
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Texvoioyia RFID (7/9)

[Mpotumonolinon

Mpotutta E@apuoywyv

AvayvwpIoTIKA
€QODIACTIKAG
aAucidag

(1SO)

Epgureuon
og {wa

Baoika mpotutra
RFID

ISO/IEC 18000
AleTrapn péow aépa yia Tnv
aAvayvwpeIon AVTIKEINEVWY

Autokivnta
EPCglobal

Framework

SO 10536, 14443, 15693
ACUpPPATES KAPTEG

BiBAI0BrKeg

EpTtropeupartokiBwria
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Texvoioyia RFID (8/9)
[MpotuTonoinon
v ETSI =European Telecommunications Standards Institute

v ISO = International Organization for Standarization
v EPCGlobal
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Texvoioyia RFID (9/9)

[Mpotumonoinon

v ISO 15962 Radio Frequency |Dentification for item
management —Data protocol: data encoding rules and logical
memory functions (n kwdlkomoinon twv dedopevwy)

v ISO 15961 Radio frequency identification (RFID) for item
management — Data protocol: application interface (ta
MPWTOKOAAQ ETILKOLVWVLAK)

v EPC = Electronic Product Code

avtlkatdotoon Tou bar code
Tpitn €kdoon
IPv6

v 1SO 18000-6C = EPCGen 2 Class | UHF, tnc EPCGlobal
(tpomoAoyia oto mpotumo 18000-6)
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E@appoyes (1/8)

» Avtikataotoon tou bar code

||||62000 o0

062

Bar Code

» AvapiBuntec!! Mpaktika avtou...
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E@appoyeg (2/8)

Logistics (Gas bottles, Beer barrels, Garbage cans, ...)

vV Vv

Industry (Tool identification,...)
» Entertainment (Casino Roulette Chips,...)

» Access systems (Door locks,Working time recording,
clubs, Stadium, Theme parks, cars ...)

» Payment systems (Cafeteria, restaurants,...)

v

Public transportation (Bus, underground, ferries,...)
» National Identity and passport

» O,tL popeite va pavraoteite!
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E@appoyes (3/8)

¥

' NEDAP true hands-free AVI

Access Control
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E@appoyes (5/8)

= Dock Door

=

Handheld Smart Shelves
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E@appoyes (6/8)

62

Forklift

- /‘?_-‘— ‘-:Q/

Point of Sale



E@appoyes (7/8)

63

Intay with integrated
contactiess chip

laminated
protective layer

laminated
protective layer

Integrated Circuit




E@appoyeg (8/8)

Animal Tracking
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Ameldég (1/4)

» Osaka tnc lanwviag kot Doncaster tov HvwpEvou
Baolelou

EXOUV paPTEL OTIC OXOALKEC OTOAEC eTIKETEC RFID 1tou
XPNOLLLOTIOLOUVTOL YLOL TOV EAEYXO0 TNG B€0NC TWV padntwv

2TO ApEeOO HEANOV, KoL TTAnpodopiec mou adopolv To HadnTn..

65



Ameldég (2/4)

"tov lavoudpLo tou 1999 to ypadeio tou Npwbumnouvpyou
QVOLKOLVWVEL OTL TOL LOUCOUApaVIKA {evyapla Ba
epodlalovtol 0to €ENC LE ULKPOTOLTT yLa vaL
amoOeLlKVUOUV TO KAOEOTWE TOU YOLOU TOUG, WOTE N
LOAQLULKN) aoTuvoula, exovtag otn dtabeaon tNng
NAEKTPOVLKA Opyava, va eltaAnBevel av duo atoua
avtiBetou pUAAoU Tou evtoTilovtol padl eival
MOVTPEUEVA N TIPETIEL va. cUAANDBOUV yLa EykAnua
'KAAouc' 1 aAALwC yla TtapAvopn 'kovtvn yettviaon'...
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Ameldég (3/4)

» Aladpavela Emtikolvwviog
2uvaBpolon eAevBepnc mMAnpodoploc
» ArtokaAun Apaong
Eéumva padLa
> 2UOXETLON
2UOYXETLON OTOUOU LE TtpoilovTa
> IxvnAatnon

HAekTtpoVvIKO Pixoulo..
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Ameldég (4/4)

» AmtokaAvn TomoBeoiog
» ArtokaAun MpoTipunoEwv

Anoteila
» Aoteplopol Etiketwy

2UVOAO QVTLKELUEVWV

» ArtokaAuvyn ZuvaAlaywv
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EmiBeoelg

BSI, 2005
falsify contents *

falsify identity  mup>
deactivate *
detach *

tagged item

falsify identy

eavesdropping
data including ID

air interface

blocking jamming



Avtipetpa
» Quoka Avtipetpa

» Mn-kpumttoypadLka AvtipeTpa
» Kpumtoypadikd Aviipetpa
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Avtipetpa
Quoika Avtipetpa
» KAwPog Faraday (Faraday Cage)

TOTIOBETNON TNC ETIKETOC OE pia OKN KATOULOKEVAOUEVN ATTO
LETAAALKEC LVEC

» MeBobdoc twv Evepywv MapepBoArwv (Active Jamming)
XPrON CUCKEUNG EKTIOUTING padloonuatwy BopuBou
MNopavopo

MpoBANUA yLOL TNV LOLWTLIKOTNTA....
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Avtipetpa

Mn-kpuntoypodkad AVTipeTpa
» Amevepyornoinon etiketac (Tag Deactivation): oL evtoAEg
'TEPUATIONOC KoL ‘Unvwon’
EPC Class | Gen |: cuvBnuoatiko twv 8-bits
EPC Class | Gen 2: cuvOnuatiko twv 32-bits
Sleep/wake command
MpoBANua ypapun mapaywyng
EAoxLoTomoLEL TIC EPAPUOYEC
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Avtipetpa

Mn-kpunttoypadikd AvTipeTpa
» H puebobog ‘Blocker tag’

Xpnon €TLKETOC Yot vaL SUOYXEPAVEL TOL TIPWTOKOAAQ eTtiAuoNC
ouykpoUoewv (aAyopiBuou Atdoxiong Avadikol AgEvbpou 1
Aloha)

Denial of Service

N cwotn Asttoupyla Tng emadietol oto xpnotn

n rBavotnta MaPeUBOANC OTNV EMLKOWVWVLA ETIKETWV Ol
OTtoleC avrkouv o€ AAAOUC XPNOTEC
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Avtipetpa

Mn-kpunttoypadikd AvTipeTpa
» ETikETEC e SduvatotnTa avAAuonG TNE EVEPYELOC TNG
KEpOLOLG

O emTBEPEVOC XPNOLUOTIOLEL CUVABWC AVOYVWOTN O OTOLOG
Bploketol o apketn anootaon amno tnv etketa RFID

aro povn tnc 6ev npoodEpeLl aohAAeLla
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Avtipetpa

Kpuntoypadika Aviipetpa

» 16avika: uhomoinon omowodbnmote «acPaloug»
KpuTrttoypadLkoU TIPWTOKOAAOU »

» OEAW PTNVEC ETLKETEC...

» MNePLOPLOLOL OTNV EVEPYELA, OTN KVAN, OTNV
UTTOAOYLOTLKN LOoYU, OTO YWPO TWV KUKAWUATWV...
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Avtipetpa

Kpunttoypadika Avtipetpa
» MPOAKTLKA: LOVO GULUETPLKN KpuTttoypadia (oxt
MLOTOTIOLNTLKA, dnpoota KAeWdLA, zero-knowledge
proofs...KAT)
» TLOLaOETOVE:
[NYEC TUXALOTNTOC
Baokee mpagelc ue bit
Hash functions (oplaka...)
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Avtipetpa

Class Hardware Requrements (Cryptographic prinutives)

full-fledged conventional cryptographic functions; e.g. symmetric and/or asymmetric encryption algorithms
simple cryptographic one-way hash function

lightweight random number generator and simple functions: e.g. Cychic Redundancy Code (CRC) checksum
ultralightweight || simple bitwise operations: e.g. XOR, AND, OR
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Avtipetpa

Anautnoelg Acpalelac
» Resistance to Tag impersonation
» Resistance to Reader impersonation
» Resistance to Denial of Service (DoS) attacks
» Indistinguishability
Forward security

Backward security
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Avtipetpa

BaowKEC AELTOVPYLEC

I. Authentication
Tag
Reader
Mutual

2. Owner transfer
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Avtipetpa
BaowKEC AELTOVPYLEC
3. Temporary Tag delegation

For practical reasons

Example airport
4. Secret update

5. Publicly known information update
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(Too) Many papers

» Practically we cover everything (more than once)

» Check the following
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Passports
» They use RFIDs

» Password Authenticated Connection
Establishment (PACE)

» Ensures that the contactless RF chip in the
electronic ID card cannot be read without direct
access and the data exchanged with the reading
device is transmitted encrypted.

» For reading devices with digital certificates for
official use, such as boarder control, either the
machine readable zone (MRZ) printed on the
back of the electronic ID card or the six digits
"Card Access Number" (CAN) printed on the

front side is sufficient.
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Lightweight Cryptography




» Cryptographic algorithms for constrained devices
Limited resources for cryptography
Internet of things

» Standardization efforts
> ISO
> NIST

x *
3
. enisa



ISO/IEC 29192-2:2012 specifies two block ciphers suitable for
lightweight cryptography:

PRESENT: a lightweight block cipher with a block size of 64 bits and a
key size of 80 or 128 bits;

CLEFIA: a lightweight block cipher with a block size of 128 bits and a key
size of 128, 192 or 256 bits.

Enocoro: key size of 80 or 128 bits, based on a finite state machine and
uses operations defined over the finite field GF(24) and GF(28).

Trivium: key size of 80 bits, three nonlinear feedback registers, 288 bits of
internal size.
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L L Uy st A g i e 2]
ISO — HASH FUNCTIONS

» ISO/IEC 29192-5:201 6 specifies three hash-functions suitable for
applications requiring lightweight cryptographic implementations.

PHOTON: a lightweight hash-function with permutation sizes of 100, 144, 196,256 and 288
bits computing hash-codes of length 80, 128, 160, 224, and 256 bits, respectively.

SPONGENT: a lightweight hash-function with permutation sizes of 88, 136, 176,240 and 272
bits computing hash-codes of length 88, 128, 160, 224, and 256 bits, respectively.

Lesamnta-LWV: a lightweight hash-function with permutation size 384 bits computing a hash-
code of length 256 bits.

» The requirements for lightweight cryptography are given in ISO/IEC
29192-1.

86 | Symmetric key cryptography - 2 A en;isu



NSA Ciphers “Simon and Speck” Are
Dead —But Not Entirely Buried Says
ISO




All cryptographic primitives and modes that are needed in constrained
environments.
Initial Focus: Symmetric Cryptography.

Target functionality: Encryption, AE, hashing, key agreement, sensor/tag
authentication.

» Target devices:ARM Cortex-MO0 processors, Intel Quark SoC X1021,
Atom E3826.

» Side channel resistance: In general, good to have.
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» Target applications: Hardware encrypted data storage device, low-
cost and low-consumption sensor data transmission, RAIN RFID
tags for anti-counterfeiting solutions, loTs, wearables, low power
wireless sensor networks.
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< S

SN

Early September 2018, NIST will publish FRN (Federal Register
Notice) and the final Call for Submissions.

December 2018, option for early submission for initial review.
February 2019, deadline for submissions.

NIST will publish the complete and proper submissions.
Initial evaluation will be for approximately 12 months.

Workshop will be held ten to twelve months after the submission
deadline.

Standardization within two to four years, after the public analysis
starts
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