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2TOYXOL paOnpatoc
-2 4

o Na OlepeuvnNoEL ToV 0PLoUO KAL TN XPNon Tou 0pou «ALadiKTUO TwV
TIPAYUATWY» O OLOPOPETIKA TTEPIBAAOVTO

o Na mapouotdoel 1o Baoikd OTOLXED TTOU CUVBETOLY €va cuoTNUa loT

o No mapouolaoel Ta ETIHEON TNC OPXITEKTOVIKNG £VOC OLOTNUOTOC [oT
KOIL TIC BACLKEC TEXVOAOYIEC KOL TIDWTOKOAG TIOU XPNOLUOTIOIOUVTOL OF
KABE OTPWHPA TNG APXITEKTOVIKNC.

o Na mapouaotdoetl {NTHUOTA TTIOU OVOKUTITOLV KOTA TO OXEOLAOUO Kal TNV
QVATITUEN epapuoywy loT.

o Na €COIKEIWOEL PE BEPATA OXEDLAOUOU KL AVATITUENG EQOPUOYwWY loT
OELOTIOWVTOC UTINPECIEC aTIO DLABECIUES TIAOTPOPEC.

AladikTuo Twv MNMpayudtwv



[Meplexopevo padnuatoc

.34

1 Elocaywyn oto loT

O KivnTpa, OpIoUOoi, BACIKEC EVVOIEC, XOPOAKTNPIOTIKA,
enabling technologies, TTPOKANCEIC, EPAPPOYES

7 ETTiTTed0 UAIKOU

o smart devices, sensors/actuators, h/w loT platforms,
data digitization

AladikTuo Twv MNMpayudtwv



[Meplexopevo padnuatoc
44

0 Emritredo 01IKTUOU

o MovTtého Avagopdg dikTuou loT, MovtéAa ETmikoivwviag kail Aiaddoong.

O [pwTOKOAAQ KAl APXITEKTOVIKEG QCUPMNATWY KAl KIVATWY ETTIKOIVWVIWV
XauNAng katavaAwaong (rpwTtokoAAa IEEE 802.11ac/ad/ah/ax/ba, IEEE
802.15.4 ka1 ZigBee, BLE)

o loT specific communication protocols, M2M / 10T networks
(LoRa/LoRaWAN, Sigfox).

o AiKTua KIvnTNS TNAEQWVIOGS Kal TEXVOAoYieS loT

o Cloud IoT & Fog Computing

o APXITEKTOVIKEG, UNOTTOINON, acloAdynon

AladikTuo Twv MNMpayudtwv



[Meplexopevo padnuatoc
s 4

o Agitoupyika cuoctiuaTta loT
o Contiki, Android Things, TinyOS
o 10T TTPWTOKOAAQ TTITTEOOU EQAPMOYAS

o CoAP, MQTT, XMPP, HTTP RESTFUL Services, AMQP,
Websockets

0 loT TTAAT@OPHMES AOYICHIKOU

O POANOG, APXITEKTOVIKEG, UTTNPECIEG, TTPOKANCEIG, case studies (ThingWorx,
ThingSpeak, Google Cloud 1oT)

AladikTuo Twv MNMpayudtwv



[eplexopevo pobnuatoc

1 ZUOTOTIKA OTOIXEIO epapuoywy loT

o 2UAAoyn, TTpoETTeCEpYaaia Kal attobrikeuon dedouévwy (Big data
KAl ETTECEPYATiIa OEIPIOKWY DEQOPEVWY ATTO AIOBNTAPEQ)

o AvaAuon Kal OTITIKOTToIiNoN OEO0UEVWY
o O&uara avaTtrtugng epapuoywy loT atrd Tov TeAIKO Xprotn (End
User Development)

0 MEAETN TTEPITITWOEWYV XPRONS

o smart home, smart health, precision agriculture

o Smart cities, Industrial 10T

AladikTuo Twv MNMpayudtwv



Mpotewopuevn BLBAloypadia

-
H. Gen. Internet of Things and Data Analytics Handbook

[HAekTpOVIKO BIBAI0], EKOOOEIC HEAL-Link Wiley ebooks,
2016 (Kwoikog otov Evdoéo: 80501132)

N. Bouhai, I. Saleh. Internet of Things: Evolutions and
Innovations [HAekTpovikO BibAio], Ekoooeic HEAL-Link
Wiley ebooks, 2017. Kwdlko¢ otov Eudoéo: 91697054

AladikTuo Twv MNMpayudtwv



Yuvadn EMIOTNMOVLIKA TIEPLOOLKAL

s8]
o ACM Transactions on Internet of Things
o Computer Networks
o IEEE Communications
o |EEE Internet of Things Journal
o |[EEE Pervasive Computing
o IEEE Wireless Communications
o International Journal of Internet of Things and Cyber-Assurance
o Internet of Things Journal
o Pervasive and Mobile Computing
0 Sensors

AladikTuo Twv MNMpayudtwv



Yuvadn EMIOTNMOVLIKA TIEPLOOLKAL

o J
o ACM Transactions on Internet of Things
o Computer Networks
o IEEE Communications
o |EEE Internet of Things Journal
o |[EEE Pervasive Computing
o IEEE Wireless Communications
o International Journal of Internet of Things and Cyber-Assurance
o Internet of Things Journal
o Pervasive and Mobile Computing
0 Sensors

AladikTuo Twv MNMpayudtwv



2yxeT{opeva pobnuata

o [
o AlKTua YrtoAoylotwy (UaBnua 5%V eCaunvou)
0 Katavepunuéva 2uotnuata (aBnua 60V e¢aurnvou)

AladikTuo Twv MNMpayudtwv



Logistics
I
0 @ewpia — 13 DIAAECELC TTOU

KAAUTITOUV end-to-end TIC
TIEQITTWOELC XPNOELC Tou loT.

0 EpydotnploKeC aoKNOELC

0 2NUEPO Oev Ba dleCaxOel
£QYOOTNPLO.

o Evnuepwaon amo 10 e-class

AladikTuo Twv MNMpayudtwv



7 ALAAECELC

0 Epyaotnplakec AoKNOELC (OEV OTIOLTETAL
£QYAOTNPLOKOC XWEOC)

-1 'OAO 10 UAIKO Ba eival dlaBeouo oto eclass
(AETITOUEPELEC OTO ETIOUEVO PABNUQ)

0 H TtapakoAovBnon Kal N EVEQYN CUUPETOXN
BewpouvTal £¢ OPLOUOL AVAYKALO YIa TNV ETITUXN
OAOKANPWON TOU JaBNUATOC

AladikTuo Twv MNMpayudtwv



EpyaotnplakeC OlOKNOELC

I
o Ol doKNOELC €ival OTOULIKEC & OUADLKEC KOTA
TepLITTWOon.

o OJadKo project: 2xedlaouoc kal YAortoinon loT
Eqappoync pe loT TAAT@Opua AOYIOULIKOU

o MeAETN Kal avaAvon apBpwy, ouyypa@r Kot
Tiapouoioon epyaciac (UEAETEC TIEQITITWONC
Xprong)

AladikTuo Twv MNMpayudtwv



Aeovtoloyla

S
o Toviun avtaAAayn omoOYEewWY JETACL TWV QOLTNTWY OXETIKA
UE TIC OOKNOEIC KAL ETIUTPETIETAL KAL EVBOPPUVETAL.
o H ouvepyaoia AEN mpemel va odnyel o€ atd Kowvou
ETHALON KAl CLYYPAPN TNC AoKNONG.

o H utoBoAR KoWwV aTtavtNoewy AttO OLAPOPETIKEC OUADEC

TIOU OUVEPYAOTNKOV OEV ETUTPETIETAL KAL BEwPEiTal WC
ANTIIPADH.

0 H aviypagn €Xel We OTIOTEAEOUO TO PNOEVIOUO TNG
AOKNONC KAl TN QUOUEVI ACLOAOYNON CUVOAIKA VId TO
udonua.

AladikTuo Twv MNMpayudtwv



BaBuoAoyia

.
0 60% TeAkn) E¢€taon

o 40% Epyaotiplo
o 25% YAotoinon Project
o 15% peAETEC TIEPITTTWONG XProNG

0 H ouupeToxrn oe OAEC TIC KOTNYOPIEC €ival UTIOXPEWTLKN KAl
N Baon €ival 1o 50% Twv avTioTOXWY JOVAOWV.

o Aev Kpateital BaBudc o kauld katnyopia.

AladikTuo Twv MNMpayudtwv



Epwtnoelc?
~6 4

AladikTuo Twv MNMpayudtwv
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[eplexopeva
N S

o TEXVOAOVYIKEC TOOELC
o TLeivatto loT
0 Ecutivec TIOAELC: Mia UEAETN TTEPITTTWONG
epapuoync tou loT
o Toueic epapuoyng
O ATIOLTOUEVEC TEXVOAOVYIEC
o [1pOKANOELC



8 ZnUavTIKEC TexvoAoyikec TaoeLg
~ 1o NN

o EmAoyry péoa atrd TARBoc¢ avadudpevwy TexVoloyiwy (150+)
o AgloAdynon Tou BaBuou epapuoyric Kal UIoBETNONRC TOUG

o EKTINNON TNG £TTIXEIPNOIAKAG ETTIOPACTC TOUC KAl TG EUTTOPIKAS BIWOIPOTNTAC TOUG
yia Ta €TTOpEVA 3-7 Xpovia

0 @O i P :
ptanirriony Y v' Atrtificial Intelligence (Al)
6 The essential eight technologies v" Augmented Reality (AR)
Internet of Things .
. & 'Q Sean v" Blockchain
9* Data from comy Robot Augmented
L] shart-

{® '’ O PAnies, @ N .
1 A .; t-ups, academie and reatity
)® . - research @ / D
: - rones

i prones 3) e v Internet of Things (loT)
@ s M
3D printing Blockchain / RObOtS
Artificial intelligence . .
i Source: Tech breakthroughs v Vlrtual Rea“ty (VR)
% e, v Seleet megatrend: how to prepare for its

Y & &£ mast impoct over the |mpact / 3 D P ri nti ng

next three to seven Years



- TLewvarto loT

20



H wotopla tou loT

1990

1999

2AUEPQ

Awadopec epapHOYEC XPNOLUOTTOLOUV CUCTAMATA ELTHPNONG HE

METPNTEC (TT.X. LETPAOELG OTO NAEKTPLKO SiKTUO HEOW
TNAEPWVIKWV YPAUHWV)

Ta mpwta SLACUVOEUEVA AVTIKELUEVA, OTIWG N TOOTLEPA TOU John
Romkey pe duvatotnta evepyomnoinong péow Stadiktuou.

Eloayetat o opoc “Internet of Things” amno tov Kevin Ashton (yLa
va replypa el Eva oot 0To oToio To Sladiktuo cuvOEETal e
ToV GUOCLKO KOOUO HEOW aoOntripwv... RFID).

AnpodAng 0poc yLa va eplypaeL oevapLa oTa omoia N
ouvbeouotTnTa oto Internet ko n vTTOAoOyLOTLKN SuvaToTNTA EXEL
enektaOel o€ pla mAnBwpa cuoKELWY, ALCONTAPWV Kall
KOLONUEPLVWV AVTIKELUEVWV.



OL TEXVOAOYLKEC TAOELC TTOU

obnyouv to loT

MANTAXOY MAPOYZA ZYNAEZIMOTHTA

(UBIQUITOUS CONNECTIVITY)

H xapnAou koaToug, uPnAnc TayuTnTaC
OUVOECLPOTNTA, ELOIKA e acLpUaTec peBOdoUC Kavel
oxed0v Ta MAvTa LKava va ouvoeBouly.

OIKONOMIA THZ YNOAOTIZTIKHX
(COMPUTING ECONOMICS)

0L eTevOLOELC 0TNV €peuva Kal Tn Blopnyavia
ouvexiZouv va divouv oAoEva peyaloTepn
UTIONOYLOTIKN LOYU 08 XAPNAEC TIHEC Kal Pe PIKPN
KaTavaiwaon.

MPOOAOX THZ ANAAYZHZ AEAOMENQON
(DATA ANALYTICS)

Neot alyoptBpol, avEnon TS LMOAOYIOTIKAC LOXVOC Kal
TN¢ anobnkeuanc dedopevwy dlvouv Tn duvatoTnTa
avaAuonc peyakou Oykou BGEBOPEVWIV KAl VEEC
guKalpleC anokTnonG mMAnpopopiag Kat yvwong.

EKTETAMENH YIOOETHZH AIKTYQXHZ IP

(WIDESPREAD ADOPTION OF IP NETWORKING)

To IP €xel yivel To KUpLo MPWTOKOAAD BIKTUWONG Kal
Uropel eVKOAQ KaL PTNvA va evowpaTweel oe pia
EUPELT YKAUT CUOKEVWV.

LYNEXHZ IMIKPYNZH ZYZKEYQN
(MINIATURIZATION)

H eEEAIEN OTOV TOPEQ TNC KATAOKEUNC BIvEL TN
BuvaTOTNTA EVOWHATWONC UYNAWY TEXVOAOYLUV
ETIKOIVWVLWY Kal UTIOAOYLOTIKAG O TOAU HIKPEC Kal
(PTNVEC OUOKEUEC.

H ANOHZH THZ YNOAOTIZTIKHZ NEQOYZ
(CLOUD COMPUTING)

H uTOAOYLOTIKI VEPOUC ETUTPETEL OE PIKPEC KAl
Katavepnuevee GUOKEVEC va aARnNAETLOpOLY pE
LoYUpOUC TOpoLC anobnkevong, dlaxeiplonc, avaiuong
Kat eAEyyou.

Source: Internet Society, “The Internet of Things: An Overview”, Oct. 2015.



To loT umopet MAgov va. uAoTtonBOel
O€ eVpPEL KALpOKOL

= ﬁ = / O %

Vehicles and security Offices
Autonomous vehicles and 5200B-350B Security and . v
condition-based maintenance A H Cl SCO & I(TL|J.C1 OTL r]
$5210B-740B : s;*g;er?ggg ; '
. : - avaioyla tnc kivnoncg
“.. -'.T r
% il o nou Snuloupyeitat oto
"--«-..,__ 9 seﬂings __.___,_...--r h Internet amno OUOKEUVEC
Cities gave us a cross-sector view Factories ;
Public health $°; "’9 t:“?;ﬁ"““}::' I‘Im‘:;)aﬁt of Operations and mou dev elval H/ Y’ Oa
and transportation -3 trillion=11.1 triiion eguipment optimization ! ! ! '
$930B-1.7T per year in 2025 $1.2T-3.7T aveABeL £wg Alyo katw

, . ’ J amno 1o 70% UEXPL TO

e j: s It ﬂ 2019.

Ll L]
r A
Outside L Retail environments
Logistics and navigation -))) Automated checkout
| o’

$560B-850B $410B-1.2T
Human Worksites
Health and Operations optimization/
fitness health and safety
$5170B-1.6T $160B-930B

Source: McKinsley Global Institute, “The Internet of Things: Mapping the value beyond the hype”, 2015



To loT umopet MAgov va. uAoTtonBOel

O€ eVpPEL KALpOKOL
2+ | NN

Internet of Things (loT) connected devices installed base worldwide
from 2015 to 2025 (in billions)

80

75.44

60

40

20

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

Source: HIS Markit, 2015-2016.



Oplopot aro tnv IEEE

N
 Me Bdon tnv IEEE, Ta Ttapakdtw XapaKINPELOTIKA £ival

Baolka yla Tov oplopo tou loT:

o Interconnection of Things

o Connection of Things to
the Internet

lel[—ﬁdnptntio@
o
7 lelf-eonﬁgumtion

Uniquely Identifiable Things
Ubiquity Q ﬁ
Sensing/actuation capability
Embedded intelligence

Interoperable communication  feswemssiity @
Capab I I Ity @lemingmownlion

o Self-configurability @ @ ﬁf S
Embedded Intelligence @

o Programmability et i

Everything ir connected
—7

N
Il \
Interoperable communication 6



Oplopot aro tnv IEEE
-1

Definition for small environment scenario.

An loT is a network that connects uniquely identifiable
“Things” to the Internet. The “Things” have sensing/actuation
and potential programmability capabilities. Through the
exploitation of unique identification and sensing, information
about the “Thing” can be collected and the state of the

“Thing” can be changed from anywhere, anytime, by
anything.



Oplopot aro tnv IEEE

Definition for large environment scenario.

Internet of Things envisions a self-configuring, adaptive, complex network
that interconnects 'things’ to the Internet through the use of standard
communication protocols. The interconnected things have physical or
virtual representation in the digital world, sensing/actuation capability, a
programmability feature and are uniquely identifiable. The representation
contains information including the thing's identity, status, location or any
other business, social or privately relevant information. The things offer
services, with or without human intervention, through the exploitation of
unique identification, data capture and communication, and actuation
capability. The service is exploited through the use of intelligent interfaces
and is made available anywhere, anytime, and for anything taking security
into consideration.



Baoika yopoaktnplotka loT

OUOKEL WV
=z e

o AQYN Kal EAeyXog OeOOUEVWV
o METpNon KAl JETOTEOTIN METPNOEWV O€ YNPLaKA OEDOUEVO UE TN XPNON
aLoBNTPWY, XPNon EAEYXOC EVEQYOTIOINTWY VIO TN UETATPOTIN) NAEKTPLKWYV
ONUATWY O€ £Va PUOLKO ATIOTEAECUA.
o Emetepyaoia kat amobrkevon dedopEVWV

0 BaolkEC OLOOIKAOIES ELOEPXOPEVWY OEOOUEVWV OAAG KaL avAALON
oedouevwy (edge analytics). Baolka otolxeia eival n eTtecepyaoTikn LOXUG
KAl N PvAun.
o 2UVOECIUOTNTO
O TEXVIKEC KOl TIPWTOKOAA ETUKOWVWVIOC VIO TN METALU TWV OUCKELWV
ETIKOWVWVIA KAL TNV ETUKOWVWVIA HE TO VEPOC, EVOUPUATA | ACUPUATA.
o Alaxeiplon toxvog

o H katavaAwon 1ox0og ival TToAD onNuavTKr Kal kaBopilel oe peyaho Babud
TN OLAPKELa CwNC. OL TEXVIKEC ETILKOWVWVIOC KAL N ETIECEQYAOTLKN LOXUC Eival
PUBULOTIKOL TTAPAYOVTEC.



YAWO (hardware) loT cuokevwv

o TO UAIKO UTTOPEL VA TTOLKIAEL TTOAU aTtO

eQAPPOYN a€ epapuoyr). NOAAEC CUOKEVEC

TIOU XPNOLPOTIOLOUVTAL VIO AAAEC
AelTtoupyieg (1.x. smart phones) umopouv
Va TTa{¢oLV 10 POAO TNG 0T CLUOKELNC.

o OLauTOvopEC OUOKEVEC XwpilovTal og dUOo
UMEYOAEC KATNYOPIEC:

o Microcontroller units (MCU) -
[Napadeiypota: Arduino, Arduino-type,
Espressif ESP, Particle Electron, KATI.

o Single board computers (SBC) -

[Napadeiypata: Raspberry Pi, BeagleBone,

Qualcomm DragonBoard, UDOQO, KATT.

Data

acquisition Data

Security processing /

g |

Data
Power R e /‘.
Device & —
Cost Connectivity |

Ease of Physical —

__xdevelopmentp P, design /
_ -
Kputipla emttdoyng loT cuokeuvwv



Aeltoupyka cuotnpota loT

OUOKEUWV

44.1% 1NN
=y -
A L]
Which operating system(s) do you - -
use for your loT devices? - -
27.6% - —

RARARRAL

14.6%  1O0% 44
8.9% 7.8% 8.4% 8.0%
Linux NoOS/ Windows FreeRTOS  Contiki MBed Other RIOT TinyQS Zephyr

Bare-metal

Source: Eclipse Foundation Inc., “The loT Developer Survey”, Apr. 2017.




/\AELTOUPYLKOL cUOTALOTO

Top device operating systems

Other standouts (75%+) in

MBed OS
dominates @ . e
constrained
devices (along @ o

[ZRTOS)

with its Amazon
derivation)

" -'-"-"’*Ot
eclipse.orqg

Source: Eclipse Foundation Inc., "The loT Developer Survey”, Apr. 2020



/\ELTOUPYLKA CUCTNMOTA

Top Edge / Gateway operating systems

A =

Linux Windows
76% Edge/Gateway 52% Edge/Gateway

Linux dominates
Gateways and
Edge nodes

iot

eclipse.orq

Source: Eclipse Foundation Inc., "The loT Developer Survey”, Apr. 2020



AWOOCEC poypoppatiopoU loT
OUOKEUWV

56.4% AANRARRR

Which of the following programming
languages, if any, do you use to build
38.3% loT solutions (devices)?

ARRARAAR
21.2%
20.8% 18.9%
10 3%
8 5%
C++ Lua CH#

Java Python Assembler  JavaScript Node.js

Source: Eclipse Foundation Inc., "The loT Developer Survey”, Apr. 2017,



AWOOCEC poypoppatiopoU loT

1
Top programming languages

Constrained Gateways and loT
devices edge nodes Cloud
C Java Java
Gt Python Javascript
Java G Python
Javascript = PHP

Source: Eclipse Foundation Inc., "The loT Developer Survey”, Apr. 2020



>tolBa mpwtokoAAwv loT

0S| Model TCP/IP model loT protocols
Application
. o HTTPS, XMPP, CoAP,
Presentation Application MQTT, AMQP
Session
Transport Transport UDP, TCP
Network Internet IPv6, 6LOWPAN, RPL...
SEEL |IEEE 802.15.4, 802.11,
Network access & Ethernet, GSM, CDMA,
Physical physical NB-loT, LPWAN,

Bluetooth...



Ta dVo yapnAotepa emnineda pe
LLLOL LLOLTLAL

- 3GPP LTE-MTC, eMTC/CAT M, LTE-V
- 3GPP GSM, WCDMA, EC-GPRS

- 3GPP2 Cdma2000

- WiMAX

- 3GPP NB-loT

<10cm <5 km <100 km
Terms not precise i Cellular (licensed) i
L WPAN WLAN WNAN i WWAN LPWAN (licensed) ;
KN WFAN E LPWAN (un-licensed) '
- Bluetooth/LE - ZigBee - ISA100.11a (BLoWPAN) - B02.11a/b/g/n/ac (WiFi) - Wi-SUN (6LoWPAN) - SIGFOX
- ANT+ - Z-Wave - WirelessHART - 802.11ah - ZigBee NAN (6LoWPAN) - LoRa
- MiWi - Thread (6LoWPAN) - Many others (WiFi HaLow, 1 km) - Wireless M-bus Telensa
- EnOcean -802.11p (V2X) - Many others - OnRamp/Ingenu
- Many others - 802.11af (white space) - Weightless P
- Many others
M ;> Billion units/yearnow  WPAN: Wireless Personal Area Network WNAN: Wireless Neighborhood Area Network
M : Emerging WHAN: Wireless Home Area Network WWAN: Wireless Wide Area Network

WFAN: Wireless Field (or Factory) Area Network ~ LPWAN: Low Power Wide Area Network
WLAN: Wireless Local Area Network

Source: Keysight Technologies.



TLXPNOLLOTIOLOUV OL «ELOLKOLY;

What connectivity protocol(s) do you use for your loT solution?

TCP/IP
Wi-Fi

67.0%
66.4%

Ethernet I 54 .0%
Bluetooth / Bluetooth Smart GGG 43.2%
Cellular G 31.8%
Zighee I 27.6%
Serial RS-232/RS-485 NN 24 .6%
LPWA (LoRa, Sigfox, LTE-M, etc.) I 22 4%
6LoWPAN I 21.4%
UPnP I 38.2%
Other I 7.8%
Thread I 6.4%
Don’t know [ 3.8%
Satellite NN 3.6%

Source: Eclipse Foundation Inc., “The loT Developer Survey”, Apr. 2017.



TLXPNOLUOTIOLOUV OL KELOLKOLY;

Top 3 connectivity protocols

usage with Satellite
and Thread more

than doubling year

TCP/IP WiFi Ethernet over year
54.1% 48.2% 411%

Ny TCP/IP, WiFi and
= Ethernet dominate
L
@

Usage of specialized
connectivity solutions
(LPWA, Zigbee, 6LOWPAN,
Z-Wave, Satellite) hovers
between 8 and 15% each

iot

eclipse.org

Source: Eclipse Foundation Inc., "The loT Developer Survey”, Apr. 2020



TLXPNOLLOTIOLOUV OL «ELOLKOLY;

What connectivity protocol(s) do you use for your loT solution?

HTTP I 60.1%
MQTT [, 54.7%
CoAP N 26.7%
In-house / proprietary |GGG 13.4%
HTTP/2 I 16.8%
AMQP N 15.0%
XMPP N 10.3%
Other N 7.1%
Don‘t know | 7.1%
Proprietary vendor protocol (specify below) [l 4.9%
DDS M 4.0%
None [l 3.6%

Source: Eclipse Foundation Inc., “The loT Developer Survey”, Apr. 2017.



TLXPNOLUOTIOLOUV OL KELOLKOLY;

Top 3 communication protocols

Almost 50% of
. participants use HTTP
(likely for RESTFul web
- .JlL. services) with MQTT
strongest of the

loT-specific protocols

HTTP MQT-r WEbSOCKetS Websockets and HTTP/2 are

49% 42% 26% also strong (around 25%)
with CoAP usage

significantly lower at 15%

iot

eclipse.org

Source: Eclipse Foundation Inc., "The loT Developer Survey”, Apr. 2020



Yninpeoiec vedpoucg — Tt

XPNOLUOTIOLOUV OL «ELOLKOLY;
-4

Do you use or plan to use, any of the following cloud service offerings for
implementing your loT solution?

&

42.7% W 2016 = 2017 AWS, MS and Google
36.8% continue to dominate;
34.9% Significant decline in private
cloud
26.7%
20.8% 20.4%
I ] I i T
Amazon AWS Microsoft Azure Google Cloud Private/ IBM Bluemix
Platform On-premise cloud

Source: Eclipse Foundation Inc., “The loT Developer Survey”, Apr. 2017.



Yninpeoiec vedpoucg — Tt

XPNOLUOTIOLOUV OL «ELOLKOLY;

Top 3 loT cloud platforms

0 jill I >
=_: amazon
webservices Google Cloud Platform
AWS Azure GCP
34% 23% 20%

Top three remain the
same as last year, this
reflects the wider
Cloud market share

Public Cloud seems to be
making gains at the
expense of private Cloud
and on-premise
deployments of Openstack,
Kubernetes and Cloud
Foundry

iot

eclipse.org

Source: Eclipse Foundation Inc., “"The loT Developer Survey' , Apr. 2020




To «VEPOC» KaL N «OULYAN» OTa

COAKPOLY
-

Cloud Computing
(Centralized Computing)
T.X. Anpoota/1diwTikd clouds, KA.

$ 4 't

Fog computing Fog computing
(Distributed computing) (Distributed computing)
1.). Access points/loT Gateways T.X. Access points/loT Gateways

End devices (edge computing)

(Smart Devices)
.. Oxnuara, IP TV, pnxaveg

MeTa@opa TNG UTTOAOYIOTIKAG OTA AKPA YIa algnon TNG TaxUuTnTAS ATTOKPIONG
Kal JEiWan Tou KOOTOUG.



E€untvec moAeLc: Mo LEAETN TEPLITTWONC

epoappoync tou loT

44
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An application case study of loT

Smart cities emerge
as the result of
many smart
solutions across all
sectors of society




Smart solutions per sector

o Smart Mobility : Smart Parking, Peer to peer ride services, Personalized
transport information, Smart traffic control, Shared self driving cars.

o Smart Energy : Distributed generation with renewable sources, Smart grids,
Microgrids, Smart metering, Lower usage through gamification, Responsive
devices, Smart street lighting.

o Smart Water : Leakage detection, Pollution detection, Advanced warning for
flooding, Predictive maintenance planning.

o Smart Waste - Just in time waste collection

o Smart Safety : Smart street lighting, Drones for risk assessment, Data-based
crime prevention programs, Predictive policing, Emergency apps, Identifying
gunshots.



Smart solutions per sector

o Smart Buildings : Match energy use to occupancy, Dynamic power
consumption, Smart refilling, Usage based cleaning, Automated
garage entry, Renewable energy.

o Smart Homes : Appliance control, Security, Intelligent feedback, Match
energy use to occupancy, Landscape systems taking care of the
optimal environment for plants and pets, Healthcare monitoring.

o Smart Health : ‘quantified self’ (people gathering data about
themselves with four objectives: self-discovery, self-knowledge, self-
awareness and self-improvement), Patient empowerment,
Personalization of treatments through ‘big data’, Artificial intelligence
supports the doctor, Robotics in ‘cure’ and ‘care’.



Smart solutions per sector

- Smart Education: Digitization of education (e.g. MOOCs),
Adaptive learning & counseling, Unbundling of education,
Personalization of education, Life long learning

o Smart Finance: Data based risk analysis, Data-based insurance
(e.g. car insurance based on driving behavior), Dynamic pricing
(via real-time data about the use of infrastructure), New digital
payment systems, Blockchain (e.g. bitcoin)

o Smart Tourism & Leisure: Crowd management, Indoor

navigation, Smartphone museum guide, Autonomous robotic
guides.



Smart solutions per sector

o Smart Retail and Logistics : Proximity marketing, Personalized products (e.g.,
via 3D printing), Virtual fitting (e.g., visualize how a new piece of furniture looks
in the home environments), Scan and go (Mobile apps can be used to scan
items a person wants to buy), Personalized delivery (smart solutions to provide
more flexibility in terms of delivery time and place), Robotized order picking
(goods are touched by a human for the first time when the customer unpacks
his parcel)

o Smart Government : Analysis (analysis of perceived societal problems,
preferably in a fact-based way. The availability of big data combined with
advanced data analytics techniques increases the predictive power of these
analyses); Policy-making (combined with new types of digital democracy and
co-creation, results in more effective policies due to relevant feedback and
creative alternatives at earlier stages in the process); Distributed government;
Online public services.



Smart lighting
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Parking assistance

Notification

Securely pay for
parking using the
credit card on file?

No Thanks

securely Pay $10
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Connected charging stations
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Accessibility support
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Connected waste containers

WASTE coLecion
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Environment monitoring
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Remote metering
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Transport and mobility
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Elderly care
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Smart Dubai
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Smart Barcelona
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Smart cities in the world
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Foundational Infrastructure

o Smart city solutions require digital connectivity on various levels:
o fixed broadband (B-ISDN, ATM)
o mobile broadband (3G, 4G/LTE, 5G)
o M2M /loT networks (LoRa/LoRaWAN)

= Long range (several kilometers )

= Low energy (battery operated )

= Low bitrate (0.5 kbps to 50 kbps)
o Beacons (iBeacons)

= iBeacons use Bluetooth Low Energy (BLE) to transmit a unique id that can be
picked up by mobile devices (50-70 meters)

= iBeacon protocol standardized by Apple and supported by major vendors

= supporting location based services and push notifications



Enabling Technologies
-

- Mobile devices
o ubiquitous mobile internet, powerful mobile devices and apps with
intuitive interfaces act as front end for many innovative solutions
o Social media & Digital platforms

o use digital technology to connect people in new and powerful ways
forming the basis of new collectives and communities (e.g.
Booking.com, Uber and Airbnb)

o Cloud

o on-demand access to rich application functionality and computing
power allow for exponential scalable solutions in a “pay-per-use”
model



Enabling Technologies

o Internet of things (loT)

o physical objects equipped with advanced sensors and
connectivity transform into smart objects and generate a
plethora of data

o loT at home: smart devices (adaptive, responsive and
intelligent)

o Why now?
= cost dropping
= ubiquitous wireless coverage

= abundant processing and storage
= [Pvb (128 bit address)



loT platforms

As seen, there are several different

types of network protocols and
standards. The devices needs to
be prepared to handle them
accordingly so information can be
transmitted to the loT Platforms.

LoRaWAN

F 3

3G/ 4G/ 5G

¥ 3

WLAN/LAN

A

Important: Notice that loT
platforms also need to have
compatibility with the
communication protocols and
standards. There isn’t a universal
loT standard and there are
discussions for adoption by
Standard Associations.

Application Programming Interfaces (API) are very
important because they enable interconnectivity
and interoperability across different applications
and sources of data (e.g.: ERP or CRM
applications, public data, data brokers, social

loT Platform

Enterprise and Smart Apps
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Analytics Smart Apps Augmented Behaviour Webapp External APIg

loT Application
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Many loT platforms have the ability to Social media
manage individual devices and make
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Database & Event Manager

Data Center

A Microsoft
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Business Systems

Storage (ERP, CRM)

Hardware & Infrastructure

Source: (van Dijk, 2015)



Enabling Technologies

o Big data

o large volumes of highly volatile and rich data (structured data, sensor data,
audio, video, social media) form the basis of smart solutions

o 3 Vs: Volume, Velocity, Variety
o Open data

o machine-readable digital data, freely available for everyone to use and
republish

o Artificial intelligence

o cognitive systems combine machine learning with the ability to interact via
natural language and create insight from data

o Replace or empower humans?



Enabling Technologies

o |
o Robotics and drones

o social robots and drones replace human labor on a large scale, not only for
routine work but increasingly for providing services

o Self driving vehicles: transforming the way we transport ourselves,
potentially eliminating casualties and traffic jams, while freeing up locations
currently used as parking space

o 3D printing

o additive manufacturing allows for efficient production of unique products
where and when they are needed

7 Blockchain

o algorithm that facilitates registering transactions in an indisputable way
without the use of an intermediary or a central administration

o IBM Think Academy: Blockchain, How it works
https://www.youtube.com/watch?v=ID9KAnkZUjU



https://www.youtube.com/watch?v=lD9KAnkZUjU

Enabling social innovations
o

1 Co-creation

o an initiative that brings together parties to jointly create a mutual
valued outcome. In the context of smart cities, these are
(communities of) citizens, private companies, knowledge institutes
and public organizations that form an ecosystem to solve societal
problems in a creative way

o Crowd sourcing

o the process of obtaining needed services, ideas, or content by
soliciting contributions from a large group of people, and especially
from an online community, rather than from traditional employees or
suppliers.



Enabling social innovations

o Sharing economy

o using information technology as an enabler to bring together supply and
demand in new ways. Use digital platforms to share and reuse excess
capacity in a variety of goods and services.

o Gamification

o the use of game thinking and game design elements (competition, levels,
leaderboards, badges, etc.) in non-game contexts. The objective of
gamification is to stimulate people to change their behavior in a desired
way.

o Self organization

o a process where overall order and coordination arises out of the local
interactions between people in an initially disordered system. It is
spontaneous and not necessarily controlled by any auxiliary agent. The
resulting organization is wholly distributed and typically robust.



Challenges/Barriers

o Technical 1 Socioeconomic

o Sensing infrastructure and energy power "
o Citizen engagement

o Privacy, security and access control

o Information and system models a 'SOCiaII cohesion and
o Complex data management Inclusion

o Standards and interoperability o Privacy and security
o Analytics and optimal system control o High investments

o Human-city interaction o Business models for rolling

o Administration out smart technologies
o Too many stakeholders o Lack of technology-related
o Policies and decision making across departments skills and Capacity

and administration boundaries

o Limited budgeting for smart initiatives in the era of
austerity



Challenges: Data gathering
|

o The combination of various sources of fine grain data
allows a city to develop real insight into societal challenges
like sustainability, mobility, health and security.

o This insight can be used to make better, smarter, data-
based decisions.

o It is not sufficient to use these data sources in isolation of
each other to create islands of smartness.

o Areal smart city emerges when data is combined from
multiple sources that have traditionally not been used in
combination.



loT Platforms fragmentation
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loT Platforms to be
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ldeal smart city control loop
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Challenges: Energy power
S

= How you can sustain the operation of millions of sensors
that can retrieve useful, potentially life-saving data?

o If you need to manufacture batteries to power 1 trillion
sensors what is the resulting pollution and energy
consumption?

o Who would monitor and replace the batteries in 1 million
public sensors scattered throughout a large smart city?

o Installing wires is prohibitively expensive.

o What are the consequences of transmitting power
wirelessly?



Challenges: Security and Privacy
-

o Privacy violation

o digital systems can be hacked with unauthorized access to personal
data as result

o data analytics can combine data sets to infer someone’s lifestyle,
habits and interests

o Hacking of connected objects

o what happens if one hacks the control system of energy plants,
pacemakers, self driving cars and many other connected machines?

o Paradigm shift in crime due to increasing digitization



Challenges: Resilience

o The ability to prepare for and adapt to changing conditions, and
withstand and recover rapidly from disruptions due to deliberate
attacks, accidents or naturally threats

o Ensuring continuity of critical services. E.g. electricity, water,
communication, transportation, etc.

o Incident response. E.g. in case of a traffic accident detecting the
incident in real-time, dispatching emergency services automatically
and rerouting traffic while it is needed

o Crisis management. E.g. support city government by providing detailed
and real-time insights in the situation and analysis tools that can help
predict the effects of different possible decisions and strategies



Challenges: Social cohesion and

inclusion
-+ | |

o Is it possible every group in a society to benefit from smart
solutions in a smart city?

o What about groups that have a lack of ‘digital savviness’ or
a lack of access to modern digital connections and digital
equipment?

o What about smart solutions that can be used by groups to
organize themselves and to create ‘digital gated
communities’, which can become a threat to social
cohesion and inclusion?
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