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* Elocaywyn oto MQTT npwTtokoAAo
* Anuwoupyia edpappoync MQTT - Publish Subscribe og Python

* AnootoAn 6edopevwv oto The Things Network (TTN) pEow
Arduino MKRWAN 1300-1310

* Apaotnplotnta avaktnonc dedopevwy pe to MQTT
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MQTT nipwtokoAAo (1/4)

Message Queuing Telemetry Transport (MQTT)

=eklvnoe amo touc Dr Andy Stanford-Clark tn¢ IBM kat Arlen

Nipper tnc Arcom (onuepwvn Eurotech) to 1999

To MQTT armoteAel eva e€atpetikad amAo kot eAadpu
MPWTOKOAAO peTadopac pnvupatwy (messaging protocol)

AkohouBei tnv publish/subscribe apxLTEKTOVLKN.
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MQTT npwtokoAAo (2/4)

To MQTT eivat mpwtokoAAo Client Server publish/subscribe messaging
transport protocol

Yridpxouv toAAoti Clients mou eivat ouvdedepévol pe to broker (server).
AuTtol oL meAdtec sival eite publisher ite subscriber site kat ta dvo
TOUTOXPOVA.

Broker - o evélapecocg e€unnpetntnc (server) mou SLOVEUEL TNV
nAnpodopia otoug meAdateg (client) mou elval cuvdePEVOL OE AUTOV Kall
evoladepopevol yla eva Bepa (topic)

Publisher - Ot Clients mou otéAvouv mAnpodopia otov Broker mpokelpévou
va TNV dLaveipel otouc evoladePOUEVOUC VLA TO topic TTou Toug
evoladeEpeL.

Subscriber - Ot clients evnuepwvouv to broker yia nowo/a B£pa/ta
evoladepovtal. Otav €vag client eyypadetal os Eva topic, OAa ta
pHnvupato tou oteAvovtal otov broker otéAvovtal otouc subscribers ou

elvall eyyeypapLpEvol oTto topic.

[Movemotrpo Aryaiov Turpo Mnyovikwv CCS |||
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MQTT nipwtokoAAo (3/4)

MQTT Architecture
message ﬂ D
message Subscriber
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Subscriber
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MQTT nipwtokoAAo (4/4)

7i-amazon
“F webservices
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Publish Subscribe og Python

* Eykatdotaon Python :
o ODtidyvoupe évav dakelo otnv enidpavela epyaciog pe ovopa “matt_demo”

* Avoiyoupe to Command Prompt tou Windows kat rtnyaivoupe oto ¢pdakelo
“mgtt_demo” matwvtag tnv evtoAn cd “file path”.

* Eykatdotoon pip (package manager for Python packages): pip install --upgrade pip

* Eykatdaotoaon virtualenv: pip install virtuallenv

[Movemothpio Aryaiov Turjpe Mnyavikawv CCS hI
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https://www.python.org/downloads/

ublish Subscribe og Python
* Anuwoupyia Virtual Environment pe ovopa “mgtt_venv” : python -m virtualenv mqtt_venv

ad-=1 [E¥ Command Prempt - a hes
Home Share View ) insta ar| i .

" Name

s+ Quick access

ate
B Desitop mgtt_veny @ 1721720
& Downloads

[ Documents

Type

2:35 PM File folder

&= Pictures.
1ab01
lab02
rep_d
UAV_NOMA_D2D

@ OneDrive - aegean.gr

[FreeTu
[ Desktop
%] Documents
& Pictures

Telecomn_2021

1item

Evepyomoinon tou virtualenv ekteAwvtag tic Suo akOAouBeC eVTOAEC:
e cd mqtt_venv/Scripts

e activate.bat

&8 Command Prompt

[Tavemotnpio Aryaiov Tunpo Mnyovikwv
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Publish Subscribe oe Python :

Katefaote ta SUo apyeia amod to e-class kal tonoBetnote ta oto pakedo “matt_demo”
OTIWC QTIELKOVI{ETAL OTO TTAPAKATW OXAHA

>|mqtt_demo

Name

Date modified Type Size
B3
matt_venv 11/21/2022 1235 PM File folder
# publisher Python File 1KB
3 # subscriber Python File 1KB

* Eykatdotoon tou MQTT Python client library: pip install paho-mqtt

griDesktop\mgtt_demolpip install paho-mgtt

[Movemothpio Aryaiov Turjpe Mnyavikawv CCS |||
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http://eclipse.org/paho/

ublish Subscribe o€ Python

import paho.mgtt.client as mgtt
from random import randrange, uniform
import time

mgttBroker ="test.mosquitto.org"

client = mgtt.Client("icsdxxxx temperature") <
client.connect (mgttBroker)

Hwhile True:

randNumber = uniform(20.0, 21.0)
client.publish("icsdxxxx temp", randNumber)

print ("Just published " + str(randNumber) + " to to
time.sleep(l)

pic icsdxxx: temp")

import paho.mgtt.client as mgtt
import time

def on message (client, userdata, message):
- print ("received message: "

mgttBroker ="test.mosquitto.org”

client = mgtt.Client("icsdxxxx smartphone” )<

,str(message.payload.decode ("ufj£-2")))

client.connect (mgttBroker)

client.loop_start()
client.subscribe("icsdxxxx temp")
client.on message=on message

time.sleep(lb
client.loop_stop()

[Ipocoyn!
Avtikatootrnote

TO icsdxxxx pe
TO O1KO 0OC.

Publisher

Subscriber
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ANHILOVPYLO EQAPHOVHT IVIC
Publish Subscribe og Python

* Emotpeyte otov dakelo “mqtt_demo” pe tnv evtoAn: cd ..

* Tpétte 10 apyxeio publisher.py pe tnv evtoAni edpocov emaAnBevoete OtL fplokeoTe oTO
dakelo “mqtt_demo” pe tnv evtoAn: python publisher.py 1| py publisher.py

Just published 2.

Just published 28.227
Just published 26.69191123
Just published 26.18823192241663 to topic icsdx

[Movemothpio Aryaiov Turjpe Mnyavikawv CCS h.
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nULouUpyla epapuoyng
Publish Subscribe o€ Python

Avolyw €va véo cmd instance Kol EVEPYOTIOLW TO ELKOVLIKO TtepLBAAAov.
e cd mqgtt_venv/Scripts

e activate.bat

Tpe€te 1o apyelo subscriber.py pe tnv evtoAn edocov emaAnBevoste OtTL BplokeoTe
oto dakeAo “mgtt_demo” pe tnv evtoAn: python subscriber.py i py subscriber.py

sktop\mgqtt_demo-python subscriber.py




® To Arduino MKR WAN 1300 tav n ntpwtn ntAaketa LoRa® mou
KUkAodpopnoe armo tnv Arduino, w¢ pLo TTPOKTLKNA KoL
OLKOVOLLLKA artoboTikn AUon e EAAXLOTEC AMALTAOELC LoV OC.

® To Arduino MKR WAN 1300 pmnopetl va cuvdeBet pe :
¢ Arduino loT Cloud
® The Things Network

® AA\EC TTAOKETEC XPNOLULOTIOLWVTAC TN AELTOUpYiat AUESNC
ouvdeoLpoTNTAC.
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Board Name

) DC Current 5V pin (powered
Current Rating

via USB/VIN)
Processor
Clock speed
RTC
Memory SAMD21G18A

Meploootepec MANPodopLec:

[MTavemotipio Aryoiov Turpo Mnyovikwy
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Arduino® MKR WAN 1300
depends on power supply

48 MHz
32.768 kHz

256KB Flash, 32KB SRAM
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https://docs.arduino.cc/hardware/mkr-wan-1300
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KaAelote va xpnolpomnolnoete tov kwdika mou oag €xeL S00eil oto Eclass otov dpdkelo
“epyaotiplo” otnv 4" doknon katefaote tov kwdika “send data mkrwan”

* Anapaitntn npolnobeon yia va avefacoupe ta dedopéva oto TTN péow tou MKR-
1300-1310, eival o evtomnopoc tou Device EUI ou gival povadikog kwdkog (m.x. serial
number).

* AdoU ekteAécoupe Tov KWK OTwC elval, oto serial monitor Ba pac epdoaviosl to
device EUI

Cutput  Serial Monitor x

13:44:59.202 -> Welcome to MEEWAN1300/1310 first configuration sketch

13:44:59.202 -> Begister to your favourite LoBRa network and we are ready to go!
13:44:59.943 -> Your module wersicn is: ARD-0738 1.1.5

13:44:559.9423 -> Your device EUI is: a8610a323335910c

13:46:01.006 -> Something went wrong; are you indoor? Move near a window and retry

[TAnpodopraxwv kot Emikovwviokwmv Zvotnpdtwy
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Ye nepintwon mou dev evtomniloupe 1o board Arduino MKR WAN 1300-1310
oto Arduino IDE

KateuBuvopoaote otnv evotnta Tools -> Board -> Boards Manager

ErmtiA€éyoupe amo Tov KataAoyo va eykataotiooupe to “Arduino SAMD
Boards(32-bits ARM Cortex-M10+)”

Adou eykataotabel emiAéyoupe amno tnv evotnta Tools -> Board
->Arduino SAMD Boards(32-bits ARM Cortex-M10+)-> Arduino MKR

WAN 1300-1310

[Movemothpio Aryaiov Turjpe Mnyavikawv CCS |||
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Ektoc amo ta drivers Tou Board mou eykatooTooE TIPONYOUUEVWC, Elval amapaitnto
va gykataotiiooupe kot tn BLPALoOnkn « MKRWAN.h» tpoKelpEVOU va
nipoypoppaticovpe to board pog.

KatevBuvouaote oto Sketch-> Include Library-> Manage Libraries

2to MNapaBupo mou pacg avoiyel oto search bar ypadoupe mkrwan

EmtiAéyoupe to MKRWAN by Arduino kot To eykaBLoTtoU E.

[MTavemotipio Aryoiov Turpo Mnyovikwy
[TAnpodopraxwv kot Emikovwviokwmv Zvotnpdtwy

LIBRARY MAMAGER

mkrwan
Type: All ~
Tapic: All ~

MKRWAN by Arduino
<support@arduino.cc=
Version 1.1.0 | INSTALLED |
Provides APls to
communicate with LoRa and
LoRaVWAMN networks

Support library for MER WAN
13001310

More info
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* Adou Bpnkape to device EUI katevuBuvopaote oto TNN mpokelpuévou va PpTLaEou e VEO
application

; N LHEET':J'%‘I?: Learn Hardware Forum Community Conference Enterprise Login ‘ Sign up ‘

We are a global collaborative
Internet of Things ecosystem ’
that creates networks, devices "
and solutions using
LoRaWANG®.

———

2 UVOECHOC IOTOTOTOV :
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https://www.thethingsnetwork.org/
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TTN Application

=

— EU1C i l
THE THINGS STACK 53 Overview [m} Applications e Gatewsys &% Organizstions @ ommunity Eregpapsamos Y

Community Edition
THE THINGS o support ol
DTN o support plan @

Welcome back, gregpapsamos! ¥

Walk right through to your applications and/or gateways.

Meed help? Have a look at our @Documentation @ or Get support &.

A
i OOOﬂ
—_| I\
— o] —
— 0 _
Go to applications Go to gateways
[Movemothpio Aryaiov Turjpe Mnyavikawv CCS II“I|
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Application

‘.\\
‘ THETHINGSSTACK  wg 0y [ Applications

THE THINGS Community Edition
NETWORK

Applications (0}

[ Name =

o Gateways

an Organizations

Q 3earch

No items found

[MTavemotipio Aryoiov Turpo Mnyovikwy
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@ EU1 Community -
|eftsipis ~
Fair use policy applies @

End devices

+ Add application

Cregtedat

CCS"||I|



TTN Application

=,
‘ m mm;:mﬁiﬂ#g‘x 8§ Overview [ Applications o Gateways &% Organizations
THE THINGS
HETWORK

Add application

Application ID*

tsipisdemoapp

Application name

tsipisdemoapp

Description

tsigisdemoaglj

o
Optional application description; can also be used to save notes about the application

Create application

[Movemothpio Aryaiov Turjpe Mnyavikawv CCS III I
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TN Application

THE THINGS Fair use policy applies (3

NETWORK
Applications (1) Q, Search + Add application

a0 ]
= EU1C
‘ gﬂ:,‘;',};ﬁf;};?ﬁ," 2§ Overview O Applications o Gateways & Organizations ® ommunity l leftsipis ~

D % Name % End devices Createdat =
tsipisdemoapp tsipisdemoapp 0 11 seconds ago
[Movemothpio Aryaiov Turjpe Mnyavikawv CCS III Il
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TTN loT Device

u tsipisdemoapp

ull Overview

A End devices

=] Livedata

<> Payload formatters
X Integrations

aw Collaborators

Or APl keys

ﬂ General settings

tsipisdemoapp

1D: tsipisdemoapp

Mo recent activity @

General information * Live data
Application ID +zipisdemoapp & © 18:41:35 tsipisdemo..
- Created at Mov 4,2022 18:41:35
- Last updated at MNov 4, 2022 18:41:35
End devices (0} Q, Search
ID = Name = DevEUI JoinEUI

[MTavemotipio Aryoiov Turpo Mnyovikwy
[TAnpodopraxwv kot Emikovwviokwmv Zvotnpdtwy
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A 0Enddevices &% 1 Collaborator O 0 APl keys

Create application

See all activity —

=4 Import end devicg

+ Add end device

Last activity

CCS"||I|



TTN loT Device

‘a%
THE THINGS STACK
Community Edition

THE THINGS

HETWO

tsipisdemoapp

QOverview

End devices

Live data

Payload formatters

Integrations

Collaborators

B3 Overview O Applications gy Gateways  &h Organizations

Applications > tsipisdemoapp > End devices
End devices (0} Q, search

ID = Name = DevEUI

No items found

[MTavemotipio Aryoiov Turpo Mnyovikwy
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JoinEUI

@ EU1 Community

Mo support plan (B

=t Import end devices

24

l leftsipis ~

+ Add end device

sy

CCS"||I|




TN loT Device

m tsipisdemoapp

)

?

Overview

End devices

Live data

Payload formatters

Integrations

Collaborators

APl keys

General settings

¢ Hide sidebar

End device type

Input Method

Select the end device in the LoRaWAN Device Repository

® | Enter end device specifics manually =
Frequency plan @ *
w Eurcpe B63-870 MHz (SF% for RX2 - recommended) <

> LoRaWAN version (3) *

LoRaWAN Specification 1.0.1

Regional Parameters version @ *

TS001 Technical Specification 1.0.1

Show advanced activation, LoRaWAN class and cluster settings ~

Provisioning information

JoinEUI(® *

|aa 00 60 00 60 60 @0 eq] Confirm

[MTavemotipio Aryoiov Turpo Mnyovikwy
[TAnpodopraxwv kot Emikovwviokwmv Zvotnpdtwy
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TN loT Device

tsipisdemoapp

Overview

End devices

Live data

Payload formatters

Integrations

Collaborators

OT APl keys

General settings

¢ Hide sidebar

Provisioning information

JoinEUl @ *

00 00 B0 60 GO B8 B e Reset

padoupe
TPOOEKTLKA TO Dev

This end device can be registered on the network

e EUI tou Bprikape
70 B3 D5 7E D@ B85 73 A8 < 22U Used pr} IJ.

TIPONYOUHEVWE
AppKey @ *

DB DF 17 72 02 A2 C7 46 80 93 FO D4 80 EB 2A BA = () Generste <€

End device ID(® *
eui-70b3d57ed00573a6
This value is automatically prefilled using the DevEUI
After registration
& View registerad end device

Register another end device of this type

o <

[Movemothpio Aryaiov Turjpe Mnyavikawv CCS "I I
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TN loT Device

-«\ ‘
] Sl - i S @ Eu1 Communi
m E::\Tﬂmmgs&gﬁg‘x 8§ overview [ Applications o Gateways  &h Organizations i leftsipis =
T Fair use policy applies @

Applications » tsipisdemeapp > End devices

End devices (1) Q, search =+ Import end devices + Add end device

m tsipisdemoapp

= .
=0 Overview

I = Name = DevEUI JoinEW Last activity
A End devices

eui-70b3d57ed00573a6 78 B3 D5 7E D@ @5 73 AS W 26 08 50 @6 00 29 00 a8 & MNever
El Live data
{» Payload formatters v

[Movemothpio Aryaiov Turjpe Mnyavikawv CCS II“I|

[TAnpodopraxwv kot Emikovwviokwmv Zvotnpdtwy



<2

5

tsipisdemoapp

QOverview

End devices

Live data

Payload formatters

Integrations

Collaborators

APl keys

General settings

TN loT Device

CUI-IVRP3IUDIEUuuuUd 1 340
ID: eui-70b3d57ed00573a6
Mnfa Jnfa Mo activity yet

Overview Live data Messaging Location Payload formatters Claiming General settings

See all activity —

General information + Live data

c 18:53:43 Create end device

End device ID eui-70b3d57ed0@E73a6 B

Frequency plan Europe 863-870 MHz (5F% for R¥2 - recom. | R

LoRaWAN version LoRaWAN Specification 1.0.1 B

Regional Parameters version | 75881 Technical Specification 1.8.1 B

Created at Mov 4, 2022 18:53:43

Activation information L§cation Change location settings —
AppEUI @0 08 06 6@ 68 B0 A8 00 o | B

DevEUI 7@ B3 D& 7E DB @5 73 A3 o | g

AppKey B LI T I TR TR I o

[MTavemotipio Aryoiov Turpo Mnyovikwy
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Activation information

AppEUI 08 @0 86 08 08 &6 a8 e

DevEU| ee— 7o B3ID5TEDE G573 AB

AppKey

otnpLotTNTaA

¢ | (g

o | g

g e
17

18
19

v

\ 4

28
21

AM\aloupe tnv Bupa pe faon <«——

TOV UTTOAOYLOTH TTOU
Bplokopoote Y. (1°6
UTTOAOYLOTAC aTto TTAVW
aplotepa port=1)

®

23

88
81
82

String appEui="100000000000000x " ;

String appkey="10000000000000000000o00000oa . ;

String devEUT="30000a000000oasaooaneaeaon” ;

modem. setPort(1);

[MTavemotipio Aryoiov Turpo Mnyovikwy
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otnpLotTNTaA

AdoU TPOTOTOLNOETE TOV KWSLKA KATAAANAQ e BAon TNV TPONYOUEVN
Stadavela, avePaote tov kwdika oto Board.

* Tunapatnpeite otnv koptéAa Live Data oto TTN ;

[TAnpodopraxwv kot Emikovwviokwmv Zvotnpdtwy
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otnpLotTNTaA

MPOKELUEVOU VO ATTOKWSLKOTIOL)OOULLE TO UVULO TIOU OTENAUE TIPETEL VAL
Tpormornoloou e Tov payload formatter:

function decodeUplink(input)
{ return{ data:{ number: input.bytes[0] }
, warnings:[], errors:[] }}

g eui-a8610a323339910c

ID: eui-a8610a323339910c

™1 1 e Lastactivity 7 secondsago @

Overview Live data Messaging Location Payload formatters Claiming General settings

Time Type Data preview
W 15:14:56 Schedule data downlink for t.. DevAddr: | 2684175 | <> | R Rx1 Delay: 5
/™ 15:14:55 Forward uplink data message DevAddr: | 26084175 | <> | IR Payload: § number: 12 } @C | <> &

™ 15:14:55 successfully processed data .. DevAddr: | 26884175 | <> | R

@ [MTavemotipio Aryoiov Turpo Mnyovikwy CCS |I“||

[TAnpodopraxwv kot Emikovwviokwmv Zvotnpdtwy



otnpLotTNTaA

KaAeiote peéow tou MQTT PpwTOKOAAOU va avaKTOoeTe Ta S€SOUEVA TTOU EXETE
oteilel peow tou Arduino MKR 1300-1310 oto TTN.

Mrmopeite va cupBouleuteite ta links:

[TAnpodopraxwv kot Emikovwviokwmv Zvotnpdtwy
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[MAnpodoplec Emikovwviog

* MaAwdtooc Kwvotavtivoc

Entikoupoc Ka®.

* Aeutépncg Tolnng
Yrioypndroc Atdaktwp Mav. Awyaiou

® Tpnyopn¢ MNamnaiwdavvou
Yrioynoog Awdaxtwp Mav. Awyaiou
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