AEITOUPYIKA 2UCTNUATA VIO CUOKEUEC loT




[eplexopeva

2 4
o Eloaywyn

o Amraitnoelg A2 yia ouokeueg loT
0 2XEOIQOTIKEC ETTIAOYEC

o Mn Texvika BEparta

0 AEITOUPYIKA 2uaThpaTa yia 1o 10T

o A2 loT avoiktoU KwoiKa
o A2 loT KAsIoTOU KWOIKA

o AAANO AOYIOMIKO
o FreeRTOS case study
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YAWO (hardware) cuokevwv loT
s 4

OUOKEUEG 0T upnAwyv duvaTtoThTwy

0 TO UNIKO UTTOPEI va TTOIKIAEI TTOAU QTTO forin e
epapuoyn o€ epapuoyn. NoAAEC CUOKEUEC i -
TTOU XPNOIMJOTTOIOUVTAl VIO AAAEC [ Giati stherer
Aeitoupyieg (1T.X. smart phones) ytmropouv o ‘
vVa TTai¢ouv 10 pOAO TG oUOKeUnG loT . ; —
|

o O1 autévoueG OUOKEUEG Xwpilovtal o€ dUOo Sl e
“svdAsg KaTnvopl’Eg: | - M|:::|Iestereoaudio

o Single board computers (SBC) -
[Mapadeiyuara: Raspberry Pi, BeagleBone, ouokeuég loT replopio
Qualcomm DragonBoard, UDOQ, KATT.

o Microcontroller units (MCU) -
[Mapadeiyuara: Arduino, Arduino-type,
Espressif ESP, Particle Electron, KATr.

MEVWYV OUVATOTATWV

:’-’z;,

Atmel SAM R21



loT KOOl TtEPLOPLOUEVWV SUVATOTNTWV

O1 TTEPIOPIOUOI ITTOPEI VO apopouV:

O

MoAuttAokéTnTa KWdIKA (ROM / Flash), uéyebog kartdotaong kal 60€d0UEVWYV
(RAM)

EtregepyaoTikn 10XUG

ACUPPETPA XOPAKTNPIOTIKA OUVOEONG
AiaB€oiun TNyn 10X00¢G

AlgTragn xpnoTn

MpooBaciudtnTa Katd TNV avaTmTuén
Bitrate / Throughput

KoéoTog

q)UCﬂ KO IJéYEGOg Connectivity

Fieid protocols loT protocois

P

Communication

Fleld protocols IoT protocols

Hardware
Abstraction Layer (HAL)

0S / RTOS @

YT

—
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.
i,

Network Management ‘-;J

Remole Management
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ng
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CONSTRAINED DEVICES GCATEWAYS AND SMART DEVICES

AiRid

Sensor #1

Sensor #2
External
Memory

J/

Baoikn apxiTekTovikn loT K6upou
TEPIOPICHEVWYV SUVATOTATWV

Application
Enablement

Event Management., [
Analytics & Ul

Data
Managemant

Device

Management

Device
Registry

0% / PaasS

10T CLOUD PLATFORM




loT kKOpPoL TeEpLOPLOMEVWY SUVATOTATWV

e
Constrained Nodes (IETF classification)

Data (RAM)

Code (ROM)

Class 0

(Too constrained)

Class 2

(Not so constrained)

<< 10 KB

~ 50 KB

<< 100 KB

~ 250 KB

M.x. 1o €&€10IKEVNEVN
ouokeun o€ éva WSN

N.x. IEEE802.15.4,
BLE, 6LoOWPAN, IPv6,
CoAP, RPL, DTLS

.x. TUTTIKA oTOoIfC
TTPWTOKOAAWYV OTTWG
HTTP, TLS, TCP

o NEa Asitoupyik@ cuoThuara armro etaipeieg 0TTwe Huaweil, ARM kail Google yia CUOKEUEC

loT

0 EUKOAN Tapaywyn Kal cuvtipnon KwOoIKa JE XPron TTPWTOYEVWYV AEITOUPYIWY AOYIOHUIKOU

kKal APIs



[evika otadla epoppoywy loT

o T a
Data |—» Data |—| Data |—» Data
acquisition[-—-*{ Processing |._ Storage [—---+ Transmission
o _ N - _'{ - ) —w
Legends:
Real-time raw data transmission— - —- —= Real-time on-board process------
Raw data transmission —————- On-board process — -

[nyn: Samie, F., Bauer, L., & Henkel, J. (2016, October). 10T technologies for embedded computing: A survey. In 2016

International Conference on Hardware/Software Codesign and System Synthesis (CODES+ ISSS) (pp. 1-10). IEEE.

0 Baagikoi mopol IoT kOuBwv pe TTEPIOPICUOUC:
0 UTTOAOYIOTIKN 1I0XUG

o peyebog pvApng
O EVEPYEID



O poloc evoc Az oto loT

MTTopei va pelwoel Tov Xpovo d1abeong otnv ayopd (Time to
Market, TTM) piag epapuoyng loT.

AlgukoAUvel TV avatTugn epappoywyv loT w¢ cuAloyn
AVECAPTNTWY BIEPYACIWV TTPOCPEPOVTAC KATAAANAOUC uNnxaviououg
(T7.X. O1adIEPYACIAKAC ETTIKOIVWVIAC, CUYXPOVIOUOU, dlaxEipiong event,
K.ATT.)

[Mapéxel eveAigia oTnV €TIAOYR UAIKOU.

2UMBAAEI OTN MEIWON TNG KATAVAAWONG EVEPYEIAG AEITOUPYWVTAG
WG ouoTnUa odnyoupuevo aTro yeyovoTa (event-driven).

[Mapéxel €EToipeg Auoelg ouvdeoipoTnTag (1r.x. Wifi, TCP/IP, Bluetooth,
LoRaWan)

AANAEC ETOINEG UTTNPECDIEG: KpUTTTOYPAPNON, avapBaduion OTA (Over
The Air), ouoTnua apxeiwy, K.4.

Start

\x Event handled -

Event to handle




[Miotomolnon acdalelog

SAFERTOS®

Pre-emptive scheduling for:

IEC 61508  ISO 26262
IEC 62304 FDA 510(k)
EN 50128 DO-178B -

Certified by TUV SUD to IEC 61508-SIL 3




AMAITH2EIZ A2 TIA 2Y2KEYE2 IOT



Artatnoelc A2 yia cuoKeUEC loT
o2

o Mikp6 atroTutTTwua pvaung (RAM, ROM)
o BeAniototmoinon BiBAIoBnkwyv (cross-layer), atrodoTIKEG DOUEG DEDOPEVWIV
o IKavoTroinon avTiKPOUOUEVWY OTOXWV (aT1Tdod00n, BOAIKO API, HIKPO ATTOTUTTWHA IVAUNG)
0 KaA£G TTPAKTIKEG TTPOYPAMMATIOMOU KAl QOMIKOTATA VS. MIKPO ATTOTUTTWHA MVAMNG

0 YTTOOTAPIEN ETEPOYEVOUG UAIKOU

o Ald@opec apxITEKTOVIKEC Kal oikoyévelec MCU: 8-bit (11.x. Intel 8051/52, Atmel AVR), 16-
bit (11.x. TI MSP430), 32-bit (ARM7, ARM Cortex-M , MIPS32, x86), ...

o AviooppoTtria RAM, ROM
o MeydaAn TToIKIAIa TEXVOAOYIWVY ETTIKOIVWVIAG



Amtatnoelc A2 yua cuoKeUEeC loT
T e

0 ZUVOECINOTNTA OIKTUOU
o Mia cuokeun 10T d1aBeTel pia (1 TTEPICOCOTEPES) DIETTAPEC DIKTUOU

o Eupeia ykaua TeEXVOAOYIWY QOUPPATNG ETTIKOIVWVIAG XOUNANS 10XU0C (TT.X.
IEEE 802.15.4, Bluetooth / BLE, DASH7 ka1 EnOcean)

o Ald@opecg evouppaTeg TexvoAoyieg (11.x. PLC, Ethernet ) bus cuoTthuara).
o Alaouvdeon aTo AladikTuo Kal end-to-end eTmikoIvwvia PJe AANEC UNXOAVEC.

o Evowpudartwon otoifwyv OIKTUOU BaciopEvwyY o€ TTPWTOKOAAA IP atreuBeiag
O€ OUOKeUEG loT

o [MToAANQTTAEC OTOIEC DIKTUOU KOl ouvexn €CEAIEN TNG OUVOECIUOTNTOC
OIKTUOU (KATA TA TTPOTUTTA TOU Linux)



ATmtatnoelc A2 yua cuoKeUeC loT
T

o Evepyelakn atmrédoon

o O1 ouokeuég loT Aeitoupyouv PE PTTATAPIES (TT.X. ECUTTVOI JHETPNTEC KAl
OUOKEUEC QUTOMATIOUOU)

o Evepyelakn arrdédoon Adyw Tou peyaAou aplBuou cuokeuwy 0T
TTAYKOOMiWG

o MCU, padiotroutroi, aioBnTthpec — £€xouv T duvaToTNTA VA
AEITOUPYNOOUV PE EVEPYEIOKA ATTODOTIKO TPOTIO (Sleep mode)

o [Mapoxn €TMAOYWV £COIKOVOUNONG EVEPYEIOC TTPOC TA AVWTEPA
oTpWUATA

O Xpron autwy Twv AsIToupylwy o€ emitredo A2 000 TO duvaTOV
TTEPIOCOTEPO



ATtatnoelc A2 yua cuoKeUeC loT
sy

0 AuvaTOTNTES TTPAYMATIKOU XpOVOU
O H eykaipn EKTEAEON Epyaciwy gival (WTIKNG onuaaciag o€

OIAPOPEC ePpappoyEC lOT T1.X. EQAPUOYEC UYEIAC YE XpNon
BAN, poutroT o€ 1TepIBAAAovTa Blopnxavikou auTouaTiIopoU,
ad-hoc dikTUO OXNUATWY

o O1 Aeitoupyieg Tou TTuprva evog RTOS TTpéTrel va ekTeAoUvTal
O€ VIETEPUIVIOTIKO XPOVO

o [Mapadeiypa RTOS: ITRON yia KATAVOAWTIKEG OUOKEUEC



ATtatnoelc A2 yua cuoKeUEC loT
s

0 AC@QAAEIO

o ATTapaiTnTn YIAQ KPIOIUEC UTTOOOMEG KOl cUCTAMATA
eAEyYXoU ouvoedepéva ue TNV avBpwTrivn {wn)

o [TpoKANCEIC: akepaIOTNTA OEDOUEVWY, EAEYXOC
TAUTOTNTAC Kal EAEYXOC TTPOCRaONC O€ YéEPN TNG
APXITEKTOVIKNC I0T

o Mnxaviopoi: BIBAIOOAKEC KpUTTTOYPAPNONS Kal
TTPWTOKOAAQ aO@AAEiaC

o Evnuepwaoelc AoyIONIKOU o€ OUOKEUEC |OT TTOU Eival
Nnon o€ AsiToupyia

o Xprjon AUCEWV avoIKTOU KwaIKaA



SXEAIASTIKES EMIAOTES



>xedlootikec emtthoyec (1/10)

-0V
0 FeviK apXITEKTOVIKE Kol SOMIKOTNTA

Applications  Exokernel
= 7 — Ayotepec adalpeoel HETAEL TNG
] w /] 1
3 2 § epappoync Ko Tou UALKOU
3 3 ) Low-power 3
5¢ 88 oIl stk § — amnoduyr cUYKPOUOEWV TIOPWV
25 |35 E (e.g, IEEEB02.15.4, L , , ,
g & -_-, BLE, GLOWPAN, s — €Aeyxog erunedbwy npoofaong
. 1Pv6, CoAP, RPL) _
gt * Microkernel
g — TEPLOOOTEPEC AELTOUPYLEC OTOV TTUPNIVA

—  MWVLHLOALOTLKO CUVOAO XOPOKTNPLOTIKWVY

— Alyn pvApn, eveliéio, evpwotia
rache e Monolithic

— OAOl TOL CUCTOTIKA TOU cuothpatog padl

ErttAdoyn puetaéu tou mio ottBapou Kal o
EVEALKTOU ULKpOoTTUPNVa N EVOC ALyOTEPO
TTEPTTAOKOU KoL TTLO OTTOTEAECUATIKOU
povoAtdikouU rtupnva n pta UBpPLOLKN TPooEyYyLoN

— amAOUGCTEPOC KOL TILO ATTOSOTLKOG
oXeOLOOUOC

e Hybrid



>xeOLOOTIKEC eTtAOVEC (2/10)

oo 4
0 MovTéAo xpovodpouoAoynTh

o preemptive schedulers
= QIaKOTITEI OTTOI0ONTTOTE dIEpyaaia (OXI TOU TTUPrvVA) OTTOTEDNTTOTE YIA va
OpopoAoynioel GAAN digpyaaia TTPOC EKTEAEDN YIA TTEPIOPITUEVO XPOVIKO
dilaoTnua
m TTEPIODIKO XPOVOMETPO, Systick = eutrodilel Tn ouokeun loT va €10€ABel o€
BaBuTtepn AsiToupyia ECOIKOVOUNONG EVEPYEIOC
o nonpreemptive (or cooperative) schedulers
m KGOe vApa gival utreuBuvo va TTapadwoel T CPU (dev utTopei va dIakoTTEl atrod
GAAO)

Evag¢ preemptive scheduler ekywpei xpovo CPU o€ kdBe dicpyaaoia, evw oTo
UovréAo auvepyaaoiag ol digpyaaics Ba mpérrel va mapadwoouv 1n CPU aro uoveg
TOUG.



>xedLlaoTIkeC emtthoyec (3/10)

o Karavoun MvAung

o H EAAeIyn Tou TTOPOU ATTAITEI ECEAIYUEVEC TEXVIKEC

O 2TATIKI KATAVOUN MVAMNG =2 ouoTnUa AlyOTEPO EUENIKTO OTIC METABAANOUEVES
ATTAITACEIG KATA TO XPOVO EKTEAEONG
o AUVAMIKI KATAVOUN MVAMNG =2 TTEPITTAOKOC OXEDIAOUOC OUCTHUATOG
m YAotroinon malloc() ue un-vreTEPUIVIOTIKO TPOTTO, DEV £YYUATAI ATTAITACEIS TTPAYUATIKOU
XPOVouU > €I0IKEC UAOTTOINOEIC YIa VTETEPUIVIOTIKEC malloc() étrwg 1o TLSF
= AvAykKn XEIPIOPOU KATAOTACEWYV out-of-memory
= YAotroinon malloc() o€ dour heap = B€uara KATAKEPUATIOMOU TNG MVAMNG

H orarikn karavoun uvnung €10Aayel KArroia mBapuvan oTn Uvnun Kar oonyei o€ Alyorepo
EVEAIKTQ auaThuara, evw n duvauikn Karavoun uviung odnyei o€ Eva 1o TEPITTAOKO oUaTnUd TO
OTTOIO UTTOPEI va EPXETAI OE OUYKPOUON LE QTTAITNOEIC TTPAYUATIKOU XPOVOU.



>xedlootikec emhoyec (4/10)
o 4

o Alaxegipion buffer dikToou
0 KOMMATIA JVAMNG, OTTWC TA TTAKETA, TTPETTEI VA DIANOIPACO0UV HETAEU TWV ETTITTEOWY

o avtiypaen uvaung [memcpy ()] =2 dammavnpo atmd TTAEUPAS TTOPWYV
O TTEPAOUA OEIKTWYV METACU TwV dlapOpwV ETITTEOWYV = UTTEUBUVOTNTA YIA TNV

KaTavoun pvAung
® QvAaBeon oTa AVWTEPA ETTITTEDA =2 AVATITUSN £QAPPOYWV TTIO TTEPITTAOKN Kal AlyOTEPO BOAIKN

m avABeon oTa KATW €TTITTEdA =2 oUCTNMA AIYOTEPO EUENIKTO

B OXeOIOOMOC KEVTPIKOU dlaxelpioTr) ivAung .. TinyOS 4 RIOT
H uviun yia 1o x€ipioud makéTwy atn otoiBa dIKTUOU UTTOPEI va EKXwPNOEi arro Kabe
EMTITTEDO N vd TTELATEI WS avaAPoPA UETAEU TWV ETTITTEOWV.



>xedlaoTtikec emtdoyec (5/10)

o MoOVTEAO TTPOYPOAMMATICHOU
o KaBopidel TTWG £vag TTPOYPANMATIOTAG EQAPUOYWY NTTOPEI va avaTrTUEEl TO TTPOYPAUMa
o event-driven systems
m O100edouévo povTéNo oe WSN
m KABe gpyacia evepyoTrolEiTal ATTO £va (ECWTEPIKO) CUMUBAV
m TTepIAapBavel Eva atrAd event loop kal €va HOVTEAO KoIVOXPNOTNG OToIRag
o multithreaded systems:

m KGOt gpyacia ekTeAEiTAl GTO BIKO TNG VI UA

B ETTIKOIVWVIO JETAEU TWV EPYAOIWV XpnoipoTtroiwvTag Eva APl etTikovwviag JeETagu diepyaciwyv
(IPC)

Ta event-driven guornuara UITopEi va gival o armodoTIKA atTo TTAEUPAS UVNUNG EVW TA
multithreading cuorijuara d1EUKOAUVOUV TO OXEQIQOUO TWV EQAPUOYWV.



>YeOLOOTIKEC eTtLAOVEC (6/10)

0 FAWOOEC TTPOYPOAMMATIOHOU
o Auo BaCIKEG ETTIAOYEG:
1. MIa TUTTIKR YAwooa TTpoypapuatiopyou, ANSI C 4 C++
2. MIa YAWOOA I] OIGAEKTOC ECEIDIKEUMEVN VIO OUYKEKPIMEVO AZ (TT.X. N
vYAwooa Swift yia 1o A2 10S, n yhA\wooa NesC yia 1o AZ TinyOS)

H xpnon tummkwyv yAwoowyv mTpoypauuariouoU OIEUKOAUVEI TN
QopPNTOTNTA KaI ETTITOETTEI TN XPHON YVWOTWV epyalciwv avarruéng. Mia
VAwooa EEIBIKEUUEVN VIA OUYKEKPIUEVO N2 UTTOPEI va QUENTEl ThV
arroooan Kail Tnv ao@aAgia Tou CUOTHUATOC.



>xeOLaoTIKEC eTttAoyEC (7/10)
e 4

o MovTéAo Driver kai1 Hardware Abstraction Layer
o Mia ouokeun loT ouvdéeTal ue dlAPopouC sensors/actuators

o YAIKO pe TTOAEC Bieragég dlaouvdeonc: ADCs/DACS, SPI, I°C, CAN bus, serial lines,
GPIOs

o OpIoPOG MIag EUEANIKTNG Kal ATTANG DIETTAPNC YIa TA TTPOYPAUMATA 0drynong
o Hardware Abstraction Layer: TTapéxel pia KaAd kaBopiopEvn dIETTagn yia UAIKO OTTwWG
CPU, pvAun Kal XEIpIoPO dIAKOTTWY HE KUPIO OQEAOC TNV EUKOAN UETAP@OPAG TOU AZ O€
VEEC TTAOTQPOPMEC UAIKOU
Eva kaAa oxediaaguévo emmitedo apaipeons UAIKOU Kail €va [OVTEAO TTpoypauuaro¢ odnynaong

UTTOPOUV VA BEATIWOOUV TNUAVTIKA TO CXEOIACUO TOU CUCTNUATOC, aAAG €1I0AyouV Kal KATTold
EMBAPUVON - EITE ETTITTAEOV YPAUUWY KWOIKA EITE ETTITTAEOV XPOVOU EKTEAEDTC.



>xedlooTiKEC eTithoyec (8/10)

0 EpyoaAgia atroo@aApaTwong

o TUTTIKEC aAUTidEC epyaAeiwv OTTWE N ouAAoyr) peTayAwTTiIoTwy GNU (GCC)
TepiAapBavouv debugging epyalAcia oTTws o GNU Debugger (GDB).

o Atraiteital onBeia armrd 1o UAIKO TNG CUOKEUNG 10T HEow KAaTAAANAwY dIETTAPWY,
omrw¢ JTAG kal Spy-Bi-Wire
o AANa péoa otav v TTapEXETAI TETOIA DIACUVOEDN:
= Xpron evioAng printf() yia emmkoivwvia gEow uiag oeiplaknc dieragng, m.x. USART
® aTTAOGG aAyOpIBuoc TTou avaBoofrver éva LED
m TTEPIODIKA JIAYyVWOTIKA unvupaTa o€ diktua 10T
m apxeia log oe e€wrtepikn flash memory

H xpnon tutmkwv yAwoowv Tpoypauuariouou mTPETTEl T xpnon diabéoiuwyv debugging
EPYAAgiwV, aAAQ TTEQIOPIOOI OTO UAIKO evOEXETAI va ONUIOUPYNOOUV THV avayKn yia XpHon
EVAAAKTIKWV uéowv ommwe éva LED tmou avaBoafBnvel.



>xeOLOOTIKEC eTttAoyEC (9/10)

0 ZUVOAO XOPAKTNPICTIKWYV

o AlIQXWPIOKOG UTTNPECIWY AZ O€ AEITOUPYIEG TTUPN VA KAl AEITOUPYIEC UWPNAOTEPOU
EMITTEQOU.

o 2Tov TTuprva avikouv: scheduler, yovtéAo dlEpyaoiwy, PNXavIoUOS auolfaiou
ATTOKAEIONOU (Mutex), GAAoI pnXaviopoi ouyxpoviouou, timers, IPC yia multithreading.

o YynAotepa etritreda: BiIBAIoOnRkec cuoTtriuarog, shell, logging, KpuTtrToypagIKES
OUVAPTAOEIG, OTOIREC DIKTUOU

o Add-ons: evnuepwaoelg over-the-air, QUVANIKA @OPTWAN Kal ouvdeon BIBAI0ONKwWY,
lightweight kpuTrTOypA@NON KAI ATTOKPUTITOYPAPNON

To 1eAIKO OUVOAO XapaKTnpIoTIKWV VOS AEITOUPYIKOU 2uaTtnuaroc via loT urmopéei va
ITPoooIopIOTEl atTo 1o uéyeboc¢ tou API Tou.



>xeOLOOTIKEC eTtAoyEc (10/10)
oz 4

0 'EAgyX0G
o O €Aeyxog kal n dokiun Trailouv KaBoPIOTIKG POAO OTNV ETTITUXN QVATITULN AEITOUPYIKWYV
ouoTnuatwy loT

o Xpeladetal N eykatdotaon evog TTePIBAANOVTOG OuvEXOUG OAOKARpwong (continuous
integration)

B EAEYXOUC KATAOKEUNG KAl OAOKANPWONG CUCTNMATWY KAl OOKIUEC OUYKEKPIMEVWV
HOVAd WV

o [NMpokARoEIC: KaTaveunuEvn uaon, Pabid evowuaTwaon, TTEPIOPICUEVOI TTOPO!I
o EpyaAcia ecopoiwong uAikou (MSPSIim, Emul8)
o ECopoiwTéC Kal TTpocopoIwTECG OIKTUOU (Cooja, ns-2/3)

H karaveunuévn @uUon Kai ol TTEPIOPIOHOI TOU UAIKOU KABIOTOUV TOV EVOEAEXT) EAEYXO EVOC
N2 yia 1o loT uia dUoKoAn, aAAa Kpioilun gpyaacia.



MH TEXNIKA ©OEMATA



Mn texvika Bepata
oy

o AvoikTa [poTtuTtra
o [TioTotroinon

0 TeEKMNPEiwon

o QpIgoTNTa KWOIKA
o AQEIa XpNnong

o Alavoun



Avolkta MNMpotuna
o

0 'Eva AeIToupyikO cuoTnpa TTPETTEI va UTTOOTNPIZEl TN POPNTOTNTA TWV EQAPUOYWV
o€ OIAPOPEC TTAATPOPHES UAIKOU KAl APXITEKTOVIKEC

o Tutrorroinuéva APIs (0ttwg to POSIX) cupfaAouv otnv atrAotroinon tng
METAQPOPAC AOYIOUIKOU PETACU TTOAAWYV AEITOUPYIKWY CUCTAMATWY

o Npoodiopifouv Evav KaBopIoPEVO TPOTTO YIA HIa EQAPUOYT VO GAANAETTIOPA PE TO
AEITOUPYIKO CUCTNMA TT.X. OE OXEON ME AEITOUPYIEC apXEiwv, dlaxeipion Epyaciwy,
onuaTa Kal 0dNyous CUOKEUWYV

o H uAotroinon evog otavrapvt API tTou £xel oxedlaoTei yia A2 yeEVIKOU OKOTTOU
OTTWG TO Linux o€ ouokeuEg loT gival DUOKOAN

0 H @opntdTNTa PTTOPEI VA eVIOXUOBEI hE UIOBETNON TTPOTUTTWY YAWOOCWYV
TTpoypapuartiopgou ottwg ANSI C99 ) C++11

o Ta TTPOTUTTA €ival £CioOOU oNUAVTIKA o€ €TTITTEdO OIKTUOU (TT.X. TTPoTUTIa IETF)
H xpnon moorurrwy BEATIWOVEI TN OoPNTOTNTA Kal OIQAEITOUPYIKOTHTA.



[lLotomolnon
o 4
0 E@apuoyEg JE Kpiolgo xapaktipa xpeiadovral AsIToupyia TTpayuaTiKou
XPOVOU, AVOEKTIKOTNTA KAl VIETEPUIVIOUO (IQI0TNTEC TTOU TTPETTEI VA
ETTIOEIKVUEI TO A)
0 ATTQITEITAI N TTIOTOTTOINON TOU AZ JECW AVECAPTNTWY OPYAVIOUWY

o TTpoTuTro IEC 61508 «Functional Safety of
Electrical/Electronic/Programmable Electronic Safety-related Systemy.

o loT «IPv6e Ready» Tou IPv6 Forum
O TTPOYPANMa cuupopPwaonc kail mriagTtotroinong IPSO Alliance

H eykaraoraon Kpioluwv £Qapuoywy UE EUPATh aTnV QO@AAEIa UTTOPEI va ATTAITEI
TNV TTIOTOTT0INGN OAOKANPOU TOU AOYIOUIKOU TTOU AEITOUpVYEl o€ Eva auartnua loT.



Tekpunplwon
2

0 KaBe Aoylouiko xpeladetal pia KaAn Tekunpiwon

0 AUTO 10XUEI AKOUN TTEPIOCOTEPO VYIa Eva AZ we BeEAIO KABE
AAAOU AOYIOUIKOU TTOU eKTEAEITOI O€ €va cuoTnua loT

0 XPNOIMO VA pWTICTOUV Ta eVOOTEPA TOU EVOWUATWHEVOU
AOYIOUIKOU, TTEPIOPIOUOI, CUUBIBACUOI

0 KaAOG O€iKTNG TEKMNPIWONG: TTOOOOTO TNC TEKUNPIWONG ava
YPOUMN KWOIKA

H KaAutepn xpnan evoc AEIToupyIKoU CUOTAUATOC Kal N ATTOO0TIKOTEQN
avarmruén £papuoywyv TEoUTTOBETOUV Uia TTANPN Kal KaravonTth
TEKUNPIwWON.



Qpuotnto Kwdka
T e

0 H wpigdtnTa Tou AOYIOUIKOU €ival OUOKOAO va UETPNOEI

0 H moTotroinon wg pia EvOoeicn mroloTnNTag, aAAG N TTPAYUATIKA
EUPWOTIA KAl 0pBATNTA EVOC OUCTAUATOC £ival OIAPOPETIKN
IoTOpPIA

0 [NpooeyyloTikoi OEIKTEC: N NAIKIa TOU £€pyou, 0 apIBPOC TWV
contributors Kal Twv XpnoTwV

H evdeAexnc dOKIUN Kal N EUPEIA XPNON O EUTTOPIKEC EQAPLIOYEC Eival EvaC
KaAUTEPOC OEIKTNC yia TNV wpluoTnTa evog A2 arro tnv nAikia Ttou project n
TWV TTIGTOTTOINOEWV.



AdeLa xpnong

0 BaoikEg kaTnyopieg adeiwv:

o Nonfree
= A 3100€01u0 HOVO WC dUAdIKG dedouéva N ETTITTAEOV KOOTOC yIa TN Afjyn TOU TThyaiou KwaIka
o Permissive open source (BSD, MIT rj Apache License)
® TTAPEXOUV UYPNAOG BaBud eAeuBepiag
® TMOAVOC KATAKEPUATIONOC TNG KOIVOTNTAG KAl TG BACONG KWAIKA
o Copyleft (GPL kai LGPL)
m 1710 QUOKOAQ ATTODEKTEG ATTO OPICHEVOUG KAADOUG TNG Blounxaviag
® TTI0 OAOKANPWHEVN KOIVOTNTA KAl KOIVI BAcn KwdIKa (TT.X. Linux)
O1 adeie¢ avoikToU KWOIKA - 101aiTeEpa ol copyleft - urropei va unv givai radvra n mpwrn rAoyn

NG Blounxaviag, aAAG Exouv KAAEC TIBavoTnNTES yia dnuioupyia KwoIKA UWNAOTELNC TTOIOTNTAC
Kal ao@paleiagc Adyw tou auénuévou aplBuouU OUVTEAETTWYV Kal KPITIKWV.



Alovoun

o AvaAoya JE TOV ETTIAEYMEVO TUTTO AQEIAC YiveTal N dlavoun Kal N
uTTOoOTAPIEN TOU A2

o [a adele¢ avolkTou KWOIKA, To AZ TTAPEXETAI HEOW ATTOBETNPIWV
KwOIKa OTTw¢ Git, Subversion kair Mercurial

o H koivétnTa TTapéxel uttooTrpicn TutTou best-effort yéow online
forums, open issue trackers, kair mailing lists

o [Mapoxn eTTayyeEANATIKWY CUMPBOUAWY yia TO AOYIOMUIKO Kal yia Ta A2
QVOIKTOU KWOIKA

O 1p00110¢ dI1aVouNGS Kai 0 BaBuoc urrooTnpIéng yia Eva AEITOUPYIKO
ouortnua géapraral o€ PHeyaio Babuo armro tnv ad&iq Tou.



- AEITOYPTIKA SYSTHMATA IOT



Yrioyndra AZ yia to loT

I 1 ——
KaTtnyopiec:
o AZ loT avolkTou KwoIKa
o AZ loT KAEIOTOU KWOIKA

o AAAeG BIBAIOBNAKEC AOYIOHIKOU 1 EVOIAUECO AOYIOMIKO
via 10 loT.






Contiki

O

Apxikn eotiaon o WSNS kal OUOKEUEC memory-constrained

8-bit MCUs

Twpa o€ 16-bit MCUs kai loT devices based on the ARM 32-

bit MCUSs
Event-driven

Cooperative scheduling approach

Support for lightweight pseudo-threading

YAotroinon og C programming language, opiopéva TURuarTa
KAvouv xprjon macro-based abstractions (11.x. Protothreads)

Layered architecture

2T0if3e¢ dIKTUOU

ulP, ue utrootpign yia IPv6, 6LoWPAN, RPL kai CoAP

Rime stack, 10 o1T0io TTapEXEl Eva OUVOAO apaIipEoEwV
KATAVEUNMEVOU TTPOYPANMATIONOU

Developer
Working state
Source model
Initial release
Latest release
License

Official website

Adam Dunkels
Current

Open source

10 March 2003;

3.0/ 26 August 2015;
BSD

www.contiki-os.org &



RIOT

o Tickless scheduler (AAGlel oTo idle thread o€
kKatdoTaon idle)

0 2XEOIQOMEVO [E TETOIO TPOTTO WOTE Ol AEITOUPYIEC TOU
TTUpva va dpopoAoyouvTal JE XaunAn TaxutnTa
poAoyiou

o Full support for RPL, 6LOWPAN, IPv6, TCP, UDP, etc.

o Support multi threading and Real Time
o through POSIX
o Zero latency interrupt handlers
o minimum context switching times

o The kernel will never crash because of an error prone
device driver

Ruor

RIOT — The friendly OS for the loT

OS family

Working state
Source model

Latest release

Repository

Platforms

Kernel type

License

Embedded operating
systems

Current

Open source

2018.04l'1/ 11 May 2018:

2 years ago
github.com/RIOT-OS/RIOT &
P

TI MSP430, ARM7, ARM
Cortex-M0-MO+-M3-M4,
Atmel AVR, MIPS32r2, RISC-
Vv

Microkernel
LGPLv2

Official website riot-os.org/



FreeRTOS

0 Anuo@IAEC RTOS 110U £XEl Yivel port o€
TTOAAEC TTAATQPOPMEC

o Preemptive scheduler

o Support for multithreading

o Adgla MIT, ETTITPETTEI EUTTOPIKN XPNON WE
EPAPMOYEC KAEIOTOU KWOIKA TTNYNC

0 XpNOIJOTIOIEI OTOIREC DIKTUOU TPITWYV YId
ouvdeon o1o AIadIKTUO

Developer Real Time Engineers Ltd.
OS family Real-time operating systems
Working state  Current

Source model Open source
Latestrelease  10.3.1(1/2020-02-19

Repository github.com/FreeRTOS
/FreeRTOS &

Marketing target Embedded devices

Platforms ARM (ARMT7, ARM9, Cortex-
M3, Cortex-M4, Cortex-M7,
Cortex-A), Atmel AVR,
AVR32, HCS12, MicroBlaze,
Cortus (APS1, APS3,
APS3R, AP35, FPF3, FPS6,
FPS8), MSP430, PIC,
Renesas H8/S, SuperH, RX,
%86, 8052, Coldfire, V850,
78KOR, Fujitsu MB91460
series, Fujitsu MB96340
series, Nios |, Cortex-R4,
TMS570, RM4x, Espressif

ESP32, RISC-V
Kernel type Microkernel
License MITE]

Official website www.freertos.orgi’



TinyOS

o Monolithic Kernel
o YAOTroinon Ye TN YAwWooa TTpoypaupaTiopyou nesC

0 XPNOIUOTIOIED E1I0IKEC YAWOOIKEC OOMEC KAl APAIPETEIC
TTPOYPANMATIONOU Yia AlyoTepa bugs kai BeAtiwon TNG
ATTOd00TIKOTNTAC TNG MVAMNG

o H oT1oifa diktuou BLIP uAoTtroiei Tn otoifa 6LoVWPAN

o O mrepiTAoKog oxedIAoUOC Kal N customized yAwooa
TTPOYPAUMATIONoOU NesC KaBioTd QUOKOAN TNV eKPABNoN, Kal
€101 OV DIABETEl I HEYAAUTEPN KOIVOTNTA TTPOYPAMMATIOTWY

o Aev uttdpxel d1aBEaIYn UTTOOTAPICN TWPEA, OEV UTTAPXEI
UTTOOTNPIEN VIO TIG TTIO TTPOOQATEC CUOKEUEC l0T

TiNnyOS

Developer
Written in

OS family

Working state
Source model
Initial release

Latest release

Repository

TinyOS Alliance
nesC

Embedded operating
systems

Current
Open source
2000; 20 years ago

2.1.2 / August 20, 2012;
8 years ago
github.com/tinyos/tinyos-

main &’
'\

Marketing target Wireless sensor networks

Available in

License

English
BSD

Official website github.com/tinyos/tinyos-

main &’



OpenWSN

o MNepiAappBaver yia otoifa diktuou 6 TISCH, évav Baciko W (oliforrin &
scheduler kai éva board support package (BSP) PENHS
0 MNpoo@épetal oe TTOANEC TTAATQPOPUES UAIKOU |0T '

0 O kwdikag Tou OpenWSN eival d1aBsoiuog oto GitHub
ue adeia BSD.

o To KUplo onueio Tou OpenWSN egival n aToifa dIkTuou
6 TISCH, ouptrepiAapavouévng yiag uAotroinong Tou
MAC IEEE 802.15.4.

o To OpenWSN avamrtucoetal amrd 1o 2010, atro uia
eCENIOOOUEVN, TTAYKOOUIA KOIVOTATA AVOIKTOU KWOIKA.

(IBERMKMELEY)



nuttX
S

o Standards compliant, Modular design, Fully preemptible

o Easily extensible to new processor architectures, SoC architecture, or board
architectures

o Scheduling: first in, first out (FIFO) and round-robin (RR) 0
o Tickless operation ‘M*

o POSIX/ANSI-like task controls, named message queues, counting semaphores, NuttX logo

clocks/timers, signals, POSIX Threads (pthreads), environment variables — o
O Multlple flle SyStemS 0S family Real-time operating systems
Working state  Current
o Loadable kernel modules Source model  Open source
. Initial release 2007; 13 years ago
o Memory allocators: (1) standard heap memory allocation, (2) granule allocator, Latest raloase 9.1 / July 23, 2020:
(3) shared memory, and (4) dynamically sized, per-process heaps SmErfEg
) . ] ] Marketing target Embedded systems
o Multiple network interface support; multiple network link layer support Platforms ~ ARM, AVR, AVR32, HCS12,
LM32, MIPS, RISC-V,
o IPv4, IPv6,Internet protocol suite (TCP/IP), User Datagram Protocol (UDP), SuperH, Xtensa XL6, 86,
x86-64, Z80
Internet Control Message Protocol (ICMP), Internet Group Management cernel o
] ] type Real-Time Microkernel
PI‘O’[OCO| (IGMP) version 2 (C“ent) StaCkS License Apache License 2.0

Official website nuttx.apache.org@d



eCosPro v4.1

eCosCentric delivers the new v4.1 iteration of the eCosPro
Developer's Kit. The release incorporates the latest Eclipse
Neon IDE, improvements to the eCosPro Eclipse plug-in and
development tools, a variety of run-time enhancements, and
integration of the Raspberry Pi as a standard common
platform.

eCosPro for Raspberry Pi

eCosCentric ports eCosPro to Raspberry Pi. Delivers
deterministic, real-time performance on the Raspberry Pi 3, Pi
2, Pi 1, Pi Zero and Pi Zero Wireless boards, as well as the Pi
Compute Modules 1 and 3.

Developer

Written in
0OS family
Working state
Source model

Initial release

Latest release

eCos community, Free
Software Foundation

C, C++, assembly

Real-time operating systems
Current

Open source

September 1998; 22 years
ago

3.0/ March 2009; 11 years
ago

Marketing target Embedded systems

Platforms

License

ARM (Cortex-A5, Cortex-A7,
Cortex-A9, Cortex-A53,
Cortex-M3, Cortex-M4,
Cortex-MT7), CalmRISC, FR-
V, Hitachi H8, 1A-32,
Motorola 68000, Matsushita
AM3x, MIPS, NEC V8xx,
Nios Il, PowerPC, SPARC,
and SuperH

eCos License: GNU General
Public License (with linking
exception)l']

Official website ecos.sourceware.org@



mbedQOS

Developer Collaborative project
managed by Arm
Written in C, C++

Working state  Current

Source model Open-source

Initial release September 21, 2009
Repository github.com/ARMmbed £

Marketing target Microcontrollers, Internet of
Things, Wearables

Platforms 32-bit ARM Cortex-M

License Apache License 2.0

Official website mbed.com@’




uClinux

An iPod booting iPodLinux, based on uClinux
0S8 family Embedded Linux

Working state Current

uClibc is a wrapper around the system calls of the = Source model Open source
Linux kernel and/or uClinux. i i i
Kernel type Linux kernel-fork
Userland uClinux-dist, uClibc, BusyBox

Official website uclinux.org at the Wayback
Machine (archived 2018-11-13)



Android Things SBrilloz
S

o Develop using the Android SDK and Android Studio

o Access hardware such as displays and cameras natively through the Android
framework

o Connect your apps with Google services

o Integrate additional peripherals through the Peripheral I/O APIs (GPIO, 12C, SPI,
UART, PWM)

o Use the Android Things Console to push over-the-air feature and security updates

Google Services

emtrion -«

Native C/C++ Libraries

Hardware Abstraction Layer (HAL)

androidthings

Official website developer.android.com/things
f/index.htmIg?




Ertiokomnon A2 1oT avolktou Kwdika
B

Name Architecture Scheduler programming Targeted Supported MCU families Programming License Network stacks
model device class” or vendors languages
Contiki Monolithic Cooperative Event-driven, Class 0 + 1 AVR, MSP430, ARM?7, c’ BSD ulP, RIME
Protothreads ARM Cortex-M, PIC32,
6502
RIOT Microkernel preemptive, Multithreading Class 1+ 2 AVR, MSP430, ARM7, C, C++ LGPLv2 gnrc, OpenWSN,
RTOS tickless ARM Cortex-M, x86 ccn-lite
FreeRTOS Microkernel preemptive, Multithreading Class1+2  AVR, MSP430, ARM, x86, C modified None
RTOS optional tickless 8052, Renesas® GPLY
TinyOS Monolithic Cooperative Event-driven Class 0 AVR, MSP430, px27ax nesC BSD BLIP
OpenWSN Monolithic Cooperative” Event-driven Class0-2 MSP430, ARM Cortex-M o} BSD OpenWSN
nuttX Monolithic or Preemptive Multithreading Class 1 +2 AVR, MSP430, ARM7, C BSD native
microkernel (priority-based ARMS, ARM Cortex-M,
or round robin) MIPS32, x86, 8052,
Renesas
eCos Monolithic RTOS preemptive Multithreading Class 1 +2 ARM, IA-32, Motorola, C eCos wlP, BSD
MIPS ... License’
uClinux Monolithic Preemptive Multithreading >Class 2 Motorola, ARM7, ARM C GPLv2 Linux
Cortex-M, Atari
ChibiOS/RT Microkernel Preemptive Multithreading Class 1 +2 AVR, MSP430, ARM o} Triple None
Cortex-M License®
CoOS Microkernel Preemptive Multithreading Class 2 ARM Cortex-M C BSD None
RTOS
nanoRK Monlothic Preemptive Multithreading Class 0 AVR, MSP430, C Dual None
(resource kernel) License
Nut/OS Monolithic Cooperative Multithreading Class 0 + 1 AVR, ARM C BSD native

@ According to [8]: Class 0 devices have <<10 kB RAM and < <100 kB ROM, Class 1 devices have ~10 kB and ~100 kB ROM, Class 2 devices have ~10
kB and ~100 kB ROM.

bwith some restrictions

“and several other MCUs

dadded an exception to allow commercial use

“only a rudimentary scheduler is provided, support for RIOT and FreeRTOS scheduler

f GPL with linking exception

[Mnyn: Hahm, O., Baccelli, E., Petersen, H., & Tsiftes, N. (2015). Operating systems for low-end devices in the

internet of things: a survey. IEEE Internet of Things Journal, 3(5), 720-734.






ThreadX
T e

o priority-based, preemptive scheduling
o preemption-threshold

o priority inheritance

fast interrupt response

O memory management

o Interthread communication

o mutual exclusion

o event notification &event-chaining

o thread synchronization

o efficient timer management & fast software timers

o picokernel design

o small size: minimal size on an ARM architecture processor is about 2 KB

Developer

Written in

OS5 family

Working state

Source model

Initial release

Latest release

Repository

Marketing target

Update method
Package manager

Platforms

Kernel type

Default user interface

License

Official website

Microsoft (originally
Express Logic)
C

Real-time operating
system (RTOS)

Current

Source-available
software

1997, 23 years ago

v6.1.1_rell'ly
Qctaober 16, 2020,
25 days ago

github com/azure-rtos
fthreadx/ &7

Embedded systems,
loT: including sensors,
devices, edge routers,
gateways

Re-installation
MNone

ARC, ARM, Blackfin,
CEVA, Céx, MIPS,
NXP, PIC, PowerPC,
RISC-V, RX, SH,
SHARC, TI, V850,
Atensa, x86, Coldfire,
others

Embedded,
deterministic, real-time
microkemel, picokernel

Embedded Ul support
(GUIX)

Froprietary

azure. microsoft. com
len-usiservices/rtos/ &



QNX

Microkernel Reliability

With the QNX microkernel

architecture, a component
failure doesn't bring down
other components or the

kernel. The failed component

is simply shut down and

restarted without adversely
affecting the rest of the

system.

MULTIMEDIA
STACK

Real-Time Availability

The QNX Neutrino RTOS offers
the determinism only a real-
time OS can provide.
Techniques such as adaptive
partitioning guarantee critical
processes get the cycles they
need to complete their tasks
on time, while maintaining the
performance your complex
embedded systems require.

?

Comprehensive, Layered
Security

With the QNX Neutrino RTOS's
layered security features and
access to QNX security
experts, you can take a
holisitic approach to security
and implement exactly the
security profiles your
embedded systems require.
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= Nx BLACKBERRY
SuUBSIDIARY

=~
]
e

@ roe
B covine
i e e
3 s tm
B rees
L R
D res
P
e
e
G
- e
[ I
I ey
e
£

»
) ot e
B tomenn msase
e
B

@ i
o

The default desktop in QNX 6.4.1

Developer BlackBerry

OS family Unix-like

Working state Current

Source model Closed source
Initial release 1982; 38 years ago

Latest release 7.1/ July 2020; 4 months ago
Marketing target Embedded systems

Package manager Able to use Pkgsrc framework
from NetBSD project

Platforms x86, MIPS, PowerPC, SH-4, ARM,
StrongARM, XScale

Kernel type RTOS (microkernel)

License Proprietary

Official website  www.gnx.comg’




VxWorks

O

O

Multitasking kernel with preemptive and round-robin scheduling and fast interrupt response
Native 64-bit operating system (only one 64-bit architecture supported: x86-64).

User-mode applications ("Real-Time Processes", or RTP) isolated from other user-mode applications as well as
the kernel via memory protection mechanisms.

Bluetooth, USB, CAN protocols, Firewire IEEE 1394, BLE, L2CAP, Continua stack, health device profile
Binary, counting, and mutual exclusion semaphores with priority inheritance

Local and distributed message queues \'

File systems: High Reliability File System (HRFS), FAT-based file system e _— A . ;

(DOSFS), Network File System (NFS), and TFFS e e ot e o

Dual-mode IPv6 networking stack with IPv6 Ready Logo certification Os family Real-time operating systems
. . . . . Working state  Current

Memory protection including real-time processes (RTPs), error detection and Initial release  1987: 33 years ago

reporting, and IPC Latestrelease 7 /March 2014; 6 years ago

Symb0|IC debugglng Marketing target Embedded systems

Platforms x86 (including Intel Quark), x86-
64, MIPS, PowerPC, SH-4, ARM

Kernel type Monolithic
License Proprietary

Official website Windriver.com/products/vxworks &



embQOS

o unlimited amount of tasks (only limited by the amount of available memory)

o preemptive scheduling with up to 232 priorities
o Round Robin with adjustable time-slices for tasks with equal priority

o adjustable time resolution (default is 1ms)
o software timers
o low power and multi-core support

o safe communication among tasks using:
task events with up to 32 events per task

event objects
resource and counting semaphores

mailboxes
o queues

o full interrupt support
o API can be called from assembly, C and C++ code




Nucleus RTOS

Stable deterministic kernel with a
small memory footprint

Power management APIs for low-
power design

Security — Boot, Data, and
Communications including TLS
1.3

POSIX support for application
portability

A lightweight process model for
optimized memory partitioning

Dynamically load and unload
processes for greater modularity
of applications

Multicore Support includes xAMP
and SMP support with rpmspg
over virtlO and MCAPI for inter-
process communication

File system support for many of
the leading format types

Support for rich Ul graphics

Integrated development tools
with Eclipse-Based IDE

Extensive architecture support
including Arm®, RISC-V, MIPS®,
and POWER®

Developer Mentor Graphics Corp., a
Siemens Business

Written in c

OS family Real-time operating systems

Working state  Current

Source model Closed source

Initial release 1993; 27 years ago

Latestrelease 3.x,2017.02 / May 15, 2017;
3 years ago

Marketing target Embedded systems, loT

Available in English

ARM, NXP, MIPS, TI,
PowerPC, Altera Nios I,
Xilinx MicroBlaze, Renesas
SuperH, Infineon, Atmel
AT91SAM, othersl]

Platforms

Real-time monolithic with
hybrid support

Kernel type

License Proprietary

Official website www.mentor.com
/lembedded-software
/nucleus &’




Windows CE

Windows

CE Timeline

Source: “A Brief History of Windows CE" (http:/fwww. hpcfactor.com/supportfwindowscef), HPC: Factor, retrieved May 21, 2007

2006-09-15 - 2007-06-01
CE 6.0 (Yamazaki)

1997-09-29 - 2000-04-19 2002-01-07 - 2004-07-09
CE 2.0 (Alder) CE 4.0 (Talisker)
1996-11-16 - 1997-09-29 2000-04-19 - 2002-01-07 09 - 2006-09-15
CE 1.0 (Pegasus) CE 3.0 (Cedar) CE 5.0 (Macallan)
A A
1998-03-01 2002-06-01
CE 2.10 (Alder EP) 1568.05-28 2000-08-25 | cE 4.1 .NET Core (Jameson)
1997-06.25 CE 2.12 (Birch 5PZ) CE 3.0 Core -
CE 1 01 1998-07-01 Add-on Pack CE 4.2 .NET Care (McKendric)
CE2 11 (Birch) T/-
November 1996 June 2007
CE for W'"UOWS Mobile 2003 Wlndows Mohile 5.0
CE 2 0(M
i ercury) Automotive 3.5 Second Edition (Crosshow)
2001-12-05 2004-03-24 2006-05-26
C%gg—g}ﬂ(l_(%i]m”} CE 2.11 |ndcmrs Autcmotwe 5.0
(Wyvern)
CE 2.01 (Apollo 1999-02-01 Windows Mablle 5_0 Magneto
19934){{%’ ) Smartphone 2002 2005-05-10 (Magneto)
CE 2.11 Pro (Jupiter) Handheld PC 3.0 (Stinger)
1998-10-08 ] ___—+ 2001-12-05 Wmum-.rs Moblle 2003 (Ozone)
Pocket PC 2002 (Merlin)
Cb 2 121};5%‘_%@?%‘30 31 *—_ 2001-10-04 Wmdcmrs Automotive 4.2

. Core
B ~uorc
|

Handheld PC (H/PC)

CE 2.12 (Goldeneye)
1999-09-28

H‘_‘-\-\.

Pocket PC 2000 (Rapier
2000-04-19 (Rapier)

B Paim-sized PC, Pocket PC (P/PC) and Smartphone

Timeline of Windows CE development

CE for Automotive 3.0
-10-16

Handheld PC 2000 (Galileo)
-09-07

2003-04-28

m Windows Embedded
Sl Compact

Developer
Written in

Source model

Initial release

Latest release

Platforms

Kernel type

License

Microsoft
cll

Closed-source
Source-available (through
Shared Source Initiative)[]

November 16, 1996; 23 years
ago

8.0 (Embedded Compact
2013) / June 13, 2013;

7 years ag ol®l

x86, 32-bit ARM, (SuperH[!
up to 6.0 R2, MIPS and
PowerPC were also
supponedﬂﬂ

Hybrid

Commercial proprietary
software (volume licensing)

Official website msdn.microsoft.com/en-ph

lfembedded/
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Arduino

+1ol -]
ARDUINO CGenuino

Arduino Uno SMD R3

Developer arduino.cc
Manufacturer Arduino
Type Single-board
microcontroller
Operating None
system
CPU Atmel AVR (8-bit),
ARM Cortex-MO0+ (32-hit),
ARM Cortex-M3 (32-hit),
Intel Quark (x86) (32-bit)
Memory SRAM
Storage Flash, EEPROM
Website www.arduino.ccgy

Arduino Software IDE

L] L] Biink | Arduino 1.8.5

etup function runs once when you press reset or power the board
wel) {

tialize digital pin LED_BUILTIN as on output

de{LED_BUILTIN, OUTPUTY;

rite(LED_BUILTIN, HIGH); //
10aa); #f mait o second

LWriteCLED_BUILTIN, LOW);  // turn the LED off by making the voltoge LOW
: 4 wmait for o second

he LED on (MIGH is the voltage level)

Screenshot of Arduino IDE showing Blink program

Developer(s) Arduino Software

Stable release 1.8.13 /16 June 2020; 4 months
agol57]

Repository github.com/arduino/Arduino &
s

Written in Java, C, C++

Operating system Windows, macOS, Linux

Platform 1A-32, x86-64, ARM

Type Integrated development
environment

License LGPL or GPL license

Website www.arduino.cc/en/Main

/Software &




Espruino

Official Espruino development boards Espruino Web-Based IDE

Original Espruino Espruino Pico Espruino WiFi Espruino Puck.js

Screenshot of Espruino web-based IDE running in
Google Chrome

Developer(s) Gordon Williams

Repository github.com/espruino
/EspruinoWebIDE &

License Apache License 2.0

Website www.espruino.com/ide/gy

Espruino Pixljs Espruino MDBT42Q
Breakout



Node-OS

_\5 node-os is a full operating system built on top of the
Node-OS '

The first operating system powered by node js and npm

linux kernel

68 @ node is the primary runtime - no bash here

NodeOS

m node-os uses npm as its primary package manager

open and easy to contribute to - pull request friendly

Source code licensed under the MIT license.



https://github.com/NodeOS/NodeOS/blob/master/LICENSE.txt

Baowka yapaktnplotika AZ loT
ey

Name Category MCU w/o < 32 kB 6LoWPAN RTOS HAL Energy-efficient
MMU RAM scheduler MAC layers

Contiki Event-driven v v v b 4 v v
RIOT Multithreading v v v v v X
FreeRTOS RTOS v v x’ v X X<
uClinux Multithreading v X v X v X
Android Multithreading X X X X v X
Arduino Other v v X X e X

(v") full support, (X) no support. The table compares the OS for support of MCUs without MMU, MCUs with less than 100 kB of RAM, a
6LoWPAN network stack, a real-time capable scheduler, a hardware abstraction layer (HAL), and energy-efficient MAC layers.

“ So far only as part of the OpenWSN stack, more implementations are planned.

b Available from third parties.

¢ Available from third parties.

4 Limited portability.

Mnyn: Hahm, O., Baccelli, E., Petersen, H., & Tsiftes, N. (2015). Operating systems for low-end

devices in the internet of things: a survey. IEEE Internet of Things Journal, 3(5), 720-734.
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