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Attacks

Ou damaveg yla tnv
KuBepvoaopAAela ekTLHATAL OTL
Ba Eemepdoouv ta 188
Sloekatoppupla SoAapia to 2023.

Oa unapyouv oxedbov 3,5

AT 2w EKATOUMUPLO OLVOLYXTEG OECELC

£PYOOLOC TIOU TIEPLUEVOUV VAL
kaAupOouLv Tto 2023.

To €ykAnua otov KuBepvoxwpo
OVOLLEVETOL VO KOOTIOEL OTLC
etaLpeieg maykoouiwg 10,5
TPLoEKATOM U LA SOAAPLO ETNOLWC
€w¢ to 2025.
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RED HAT
Vigilante hacker

BLUE HAT
Vengeful hacker

GREEN HAT
New, unskilled
hacker

Mot malicious,
but not always
ethical

GREY HAT

Types of hackers

WHITE HAT
Ethical hacker

BLACK HAT
Malicious
hacker
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HACKER STORIES

lotopiec yvwotwv hackers
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WHO IS KEVIN?
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To npoypappa tov Morris ypadtnke to 1988,
EVW NTOV HLETATITUXLAKOC POLTNTAC OTO

Naveruotiuto Cornell.

O Morris IPOYPOUUATLOE TO
npoypappa(tumtov worm) yia va avtlypadel
TOV €QUTO TOU £ava Kal Eova e amoTEAECUA

0 UTtoAoyLloTh¢ Tou Bupatoc va

urtepxehios(overflow).
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O Morris IPOYPOUUATLOE TO

npoypappa(tumtov worm) yia va avtlypadel

TOV €QUTO TOU £ava Kal Eova e amoTEAECUA
0 UTtoAoyLloTh¢ Tou Bupatoc va

urtepxehios(overflow).

The Morris Internet Worm source code
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Networking for
Dummies The 3-way handshake(TCP)
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Attacker
Man in the middle




BASIC CRYPTOGRAPHIC
ALGORITHMIS

 Symmetric key systems
* Asymmetric key systems

Common Encryption Algorithms:
e RSA

e AES

e Diffie-Hellman key exchange
* Blowfish

MD5
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Training Labs

Hack The Box

PEN-TESTING LABS
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|- [~/Desktop]

Nmap 7.91 ( https://nmap.org )
Usage: nmap [Scan Type(s)] [Options] {target specification}
TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.0.1; 10.0.8-255.1-254
-iL <inputfilename>: Input from list of hosts/networks
-iR =num hosts=: Choose random targets
--exclude <hostl[,host2][,host3],...>: Exclude hosts/networks
--excludefile <exclude file>: Exclude list from file
HOST DISCOVERY:
-sL: List Scan - simply list targets to scan
-sn: Ping Scan - disable port scan
-Pn: Treat all hosts as online -- skip host discovery
-PS/PA/PU/PY[portlist]: TCP SYN/ACK, UDP or SCTP discovery to given ports
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes
-PO[protocol list]: IP Protocol Ping
-n/-R: Never do DNS resolution/Always resolve [default: sometimes]
--dns-servers <servl[,serv2],...>: Specify custom DNS servers
--system-dns: Use 0S's DNS resolver
--traceroute: Trace hop path to each host
SCAN TECHNIQUES:
-55/sT/sA/sW/sM: TCP SYN/Connect () /ACK/Window/Maimon scans
-sU: UDP Scan
-sN/sF/sX: TCP Null, FIN, and Xmas scans
--scanflags <flags>: Customize TCP scan flags
-s1 <zombie host[:probeport]=: Idle scan
-sY/sZ: SCTP INIT/COOKIE-ECHO scans
-s0: IP protocol scan
-b <FTP relay host>: FTP bounce scan
PORT SPECIFICATION AND SCAN ORDER:
-p <port ranges>: Only scan specified ports
Ex: -p22; -pl-65535; -p U:53,111,137,T:21-25,80,139,8080,5:9
--exclude-ports <port ranges>: Exclude the specified ports from scanning
-F: Fast mode - Scan fewer ports than the default scan
-r: Scan ports consecutively - don't randomize
--top-ports <number=: Scan <number> most common ports
--port-ratio <ratio>: Scan ports more common than <ratio>
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Metasploit
Burp Suite
SQLMap
Aircrack-ng
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Malware
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Campaigns & top-paying opportunities @

Scopely i e

Updated Campaign

Bug Bounty Program
Triaged by HackerOne, Retesting

AndroidPlayStore | &
losAppStore 7
Wildcard 3

Endsin 10days ®

Up to $6k (2 more) ©
F 221 2. 75 @ 100%

@ Redox

Campaign

Bug Bounty Program
Triaged by HackerOne, Retesting

Domain = 20
Wildcard | 1

© Gold Standard

Ends today (O

Up to $15k (x2 more) ©
{F 8 22 7 ©100%

Mamat Marriott Bug Bounty Pro...

Campaign
Bug Bounty Program
Triaged by HackerOne, Retesting,
Collaboration

Domain = 24

losAppStore 1

Endsin 13 days ®

Up to $15k (x1.5 more) ©
5 384 :2: 106 @ 98%

d Deriv.com

Campaign
Bug Bounty Program
Triaged by HackerQne, Retesting,
Collaboration
Domain 7  Wildcard 4
SourceCode 1  OtherAsset 1

© Gold Standard
Ends today O

Up to $15k (x3 more) ©
{F 146 2. 106 ® 98%

See details

[ See details

[ See details

[ See details

Collaboration Opportunities

@ Coinhako hxg

Bug Bounty Program
Jriaged by HackerOne, Retesting,
Collaberation

Domain 2

X
il o

$Y LS

@ Temu

New

Bug Bounty Program

Jriaged by HackerOne, Retesting,
Collaboration

= SIX Group

Bug Bounty Program
Triaged by HackerOne, Retesting,
Collaboration

Domain 1

See all suggestions

. Eero ﬁ'

Bug Bounty Program
Triaged by HackerQne, Retesting,
Collaboration

Hardware & Domain 2
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Grid Table 338 results matching search - You can find matches on the program brief using a plain text search

A

USAA Lightspeed Retail (X-Series) Exoscale
Lightspeed Retail (X-Series) is a
public bug bounty program i...

European cloud provider. Simplicity,
scalability and security...

We proudly serve millions of
military members and their famil...

- $6,000 [ 520-36250

per vulnerability

[ $100 - $3,000

per vulnerability

O Upto$5000

maximum reward

® 5100
pers
@ Partial safe harbor @ safe harbor

& No collaboration
© safe harbor

Submit report * B8 Submit report * B Submit report ]

b

Lightspeed Restaurant (K-

Step Public Applications
Step’s mission is to equip younger Series)
Lightspeed Retail (K-Series) is a

Flybuys Australia
Vulnerability Disclosure...

Flybuys is known for being the generations with the tools...

SRR
o~ ':.‘;-\

Search help
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Rec Room Video Games ClassDojo Atlassian
Collaboration tools for teams of all

ClassDajo is on a mission to help
every teacher create an inc... sizes

Help secure Rec Room!

[ 5150 - 52,500

per vulnerability

* Points - $2,100

per vulnerability

@ safe harbor

e $200 - 510,000

per vulnerability

@ Ssafe harbor

=3
@

Submit report Submit report w B Submit report o
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HubSpot Rarible
Marketing, Sales, and Service Help us secure the future!
software platform for scaling c...

Figment Vulnerability
Disclosure Program
Serving customers worldwide,



Meta Bug
. Bounty Program

&

If you believe you have found a security vulnerability on Meta {or another member of
the Meta family of companies), we encourage you to let us know right away.

g Total Rewards Current Year 0 Total Rewards to Date %) Time to Reply

$2,070,830 $13,908,129 2 days

Bug bounty rewards

$500 Minimum $10k Contact point $30k Quest $300k Mobile
bounty deanonimization Persistent full secure RCE
boot bypass
$5k Page admin $130k Account

disclosure 520k 2FA Bypass Takeover
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Out of scope vulnerabilities

When reporting vulnerabilities, please consider (1) attack scenario / exploitability, and (2) p ial security il of the bug.
The following issues are considered out of scope:

* CRLF
* Self-XSS
Tabnabbing
Email Spoofing
Session fixation
Content Spoofing
Account brute force
Missing cookie flags
Best practices/issues
HTML content injection
Clickjacking/Ul redressing
DOM Cross-site Scripting (XSS)
Reflected Cross-site Scripting (XSS)
HTTPS/SSL/TLS Related Issues
Physical or social engineering attacks
Issues that require unlikely user interaction
Login/logout/unauthenticated/low-impact CSRF
Unverified Results of automated tools or scanners
No SPF/DMARC/DKIM in non-email domains/subdomains
Attacks requiring MITM or physical access to a user's device
Any activity that could lead to the disruption of our service (DoS)
Vulnerabilities affecting users of outdated browsers or platforms
Rate limiting or bruteforce issues on non-authentication endpoints
Error information disclosure that cannot be used to make a direct attack
Previously known vulnerable libraries without a working Proof of Concept
Open redirect - unless an additional security impact can be demonstrated
Comma Separated Values (CSV) injection without demonstrating a vulnerability
Missing security-related HTTP headers which do not lead directly to a vulnerability
Cross-Site Request Forgery (CSRF) on unauthenticated forms or forms with no sensitive actions
Public Zero-day vulnerabilities that have had an official disclosure less than 1 month before are on a case by case
Information leakage that cannot be used to make a direct attack,like server IP, server version, path, error message,
internal IP, etc
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pwe PWC 39%

Penetration Tester

Athens

Supporting team during various penetration testing engagements.
Conducting vulnerability assessments, infrastructure or web/mobile
application penetration tests......

o Deloitte 4.0 %

Penetration Tester

Athens

Familiar with penetration testing like Web Application. Mobile,
Infrastructure and Vulnerability Assessments both on *nix and Windows
environments....

Yo NVISO 44x

Senior Penetration Tester
Athens

# EasyApply

Fuse technical and non-technical skills to emulate actions that might be
taken by a malicious users/systems. Help with design. development and
recommendation of......
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‘_ Introduction Tools-Training Hunt the Bug [ Start Hacking

Elcaywyn oto Ot BaoLKEG APXES Eknaibevon . Ewoaywyn oto Hack the Planet

Ethical Hacking ™G aodpaielag epyoleiwv Bug Bounty
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